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CHAPTER 1 I ntrOdUCtl On

Introduction

Introduction to Neoware's ezRemote Manager ' software,

Overview
Complete remote ezRemote Manager is a server-based application that provides
management of sophisticated centralized administration capabilities for Neoware
Neoware thin client  thin client appliances and for other thin client appliances running
appliances Neoware software. With ezZRemote Manager, you can:
« Locatethin client appliances running Neoware software on your
network,

« View current configuration information about thin client appli-
ances running Neoware software on your network,

« Select, group, and print lists of Neoware thin client appliances
for easy management,

« Export ezRemote Manager data to other database applications,

 Import lists of 1P addresses to build lists,

« Centrally manage security on Neoware thin client appliances
anywhere on your network,

« Selectively push system software updatesto Neoware thin client

appliances running M icrosoft® Windows® CE, Windows®

. ® . ™
NTe, Windows™ XPe, or NeoLinux
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ezRemote Manager
distribution

« Remotely create and modify server connections on Neoware thin
client appliances running Windows CE, Windows NTe, Windows
XPe or NeoLinux,

« Copy or “clone” the connections, appliance properties, and secu-
rity settings from one appliance to other appliances, aswell as
save them to disk,

« Configure pull-based ezUpdate automatic updates of software,
properties, and connections for Neoware thin client appliances
running Windows CE, Windows XPe, or NeoLinux,

« Remotely configure any Neoware thin client appliance located
anywhere on your network, or shadow users for instructions or
helpdesk functions,

« View the progress of updates as they occur,

« Chooseto alow arestricted “ Tech Support Mode” access to
remote device configuration information and to remote device
shadowing without the ability to reconfigure thin client appli-
ances,

« Perform tasksimmediately or schedul e tasks for more convenient
or less disruptive times, and

« Add new software components, and remotely control appliance
processes through the use of snap-ins, scripting, and commands.

Because Neoware's ezZRemote Manager is an enterprise-class toal,
able to manage thousands of appliances, it is critical that you test
configurations carefully before “cloning” them to other appliances.
Neoware recommends first configuring connections and properties
at one appliance, and testing them carefully from that appliance —
before cloning them to other appliances. To ensure that customers
have carefully tested their configuration, we a so recommend setting
these properties directly at the appliance, not from within ezRemote
Manager.

ezRemote Manager is distributed as a download from the Neoware
Web site, ww. neowar e. com

8 Overview
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Important! Installation and use of ezRemote Manager -- Enterprise
Edition requires a software license key from Neoware. If you don’t
have a software license key, you can get one by calling 800-636-
9273 inthe U.S. or +1-610-277-8300 elsewhere.

Neoware also provides a Limited Edition of ezZRemote Manager,
which does not require alicense key. It contains all of the features of
the Enterprise Edition, but is limited to managing any five (5) appli-
ances simultaneously.

Introduction

Getting More Information

The Internet You can find current and archival information about Neoware prod-
ucts, including the latest software updates, at:

http://ww. neowar e. com

In addition, this user manual and other Neoware documentation are
available on the Neoware web site for reading or downloading.

Technical support For technical support, call Neoware at +1.610.277.8300, or initiate a
Technical Support Request at

http://ww. neowar e. conif support/support _request. htm

Getting More Information 9
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CHAPTER 2 I nga.l I I ng
ezRemote Manager

This chapter explains how to install Neoware ezZRemote Manager
on a server.

Installing ezRemote Manager

Installing ezRemote
Manager

ezRemote Manager must be installed on a Windows-based server,
running either Windows NT Server 4.0, Windows 2000 Server, or
Windows Server 2003. These servers can a so be running Microsoft
Terminal Services, Citrix MetaFrame, or WinFrame.

ezRemote Manager includes these key files: ezRM.exe (the applica-
tion), snmp.dll (the SNMP directory), mib.txt (which contains the
SNMP database), and brapi.dll (for use with connection updates).
PutNTEImage and GetNTEImage directories used for Windows
NTe and Windows X Pe cloning are also installed. Additionally
installed are directories used for the ezUpdate of Windows CE soft-
ware. A setup wizard guides you through the installation process.

1 Start the Installation and Setup Wizard, using the installation
distribution file you have downloaded (see * ezRemote Manager
distribution” on page 8).

Note: You must be logged in as an administrator to properly
install ezZRemote Manager. If you are using an application
server, use the Add/Remove Programs applet in Control Panel to
install the program from the downloaded file.

2 At the Setup wizard Welcome screen, click Next.
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Installing ezRemote Manager

Uninstalling
ezRemote Manager

3

When prompted, type in the software license key for ezZRemote
Manager, and then click Next.

Note: The license key must be typed exactly as provided. The Lim-
ited Edition of ezRemote Manager does not require alicense key for
installation.

In the Software License Agreement window, click Yes to agreeto
the license agreement and continue with the installation. Other-
wise, click No and you will exit the setup utility.

Type your name and company, and then click Next.

6 Select the installation location, and then click Next.

Note: The default installation folder is C:/Program Files/Neoware/
ezRM.

7 Click Next again to start copying files.

When done, click Finish.

Important: After the installation is completed, restrict accessto
the installation directory to only those people who need to run
ezRemote Manager. If you installed ezZRemote Manager on a
Windows application server, make sure the shortcuts on the Start
menu are only installed for those users who need to run ezRemote
Manager.

When you decide to uninstall ezRemote Manager, you can do
so by using the Add/Remove Programs applet located in
Windows Control Panel (Start | Settings | Control Panel).
Scroll down in the installed software menu and highlight
ezRemote Manager. Then click on the Add/Remove button and
follow the directionsin the dialog.

12 Installing ezZRemote Manager
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cwerers  ASSEt Manager

This chapter explains how to use ezRemote Manager for locating,
adding, viewing, and grouping lists of thin client appliances.

Asset Manager functions not available in Support Mode

When ezRemote Manager isin Support Mode, Connection Man-
ager is not an available option. For more information about how to
tell which mode you are using, see “Access mode indicators’ on

page 31.

Building an asset database

Locating thin client A note about the screen shotsin this document: ezRemote Man-

appliances ager Rel. 3.0 has been built with an updated user interface designed
for use on high color displays. If you run ezZRemote Manager in
256-color displays, alow-color version of the interface will be used
that looks different from the images in this manual. To see the user

Not available in interface that is documented here, run ezRemote Manager in dis- ";’,
Support Mode plays at high color (16-bit) or true color (24-bit) or higher. g
Locating thin client appli- Lo . ]
o le a fulnctiolr that is Once ezRemote Manager isinstalled on a server, useit to locate =
e and view information about your Neoware thin client appliances. ]
agcessing'o'doia ase 2
bl 1 Launch ezRemote Manager by selecting Neoware | ezRemote

mode. This function is not " -

avoiloblz when in Sup- Manager in the Windows Start | Programs menu.

port Mode.

2 Inthe ezRemote Manager toolbar, click Assets. You can aso

13
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select Assets from the Actions dropdown menu.

[#] untitled - Administrator Mode - ezRemote Manager A _Tmlbdl

a4
o S

EI W anager

Asset Manager
(Locate thin client

. [E3 Neoware i Station Name IF Address CHCP | Mac Address Mainfioard | 05 Yersion Baot Yersion
appliances)
3 Select abroadcast |P address.
{#) select Broadcast Address(es) d-[ﬂ“
Left-('I:IiCk Broadcast ddresses associated with the MICs found on this server
to select or
[ — EBroadcast Address IF Address Metmask Adapter
deselect an Bl 10755 255 2 321680101 295.295.255.0  {1EADGGEE..
address
Right-click
Additional | =S to change
addresses
Select/dezelect the broadcast address(es] that will be used for SMMP broadcasts to
discover Meoware Appliances by clicking on the Broadcast address(es] listed above.
The address may be changed by right-clicking on the address that you wish to modify.
Additional addrezzes may be added by entering the address in the edit field above and
Select the clickina the Add button
Th ber of broadeasts and the delay bet h broadcast b dified .
gggng:;'a(;lf Witﬁ Phuemc:r:t?olsfgealof\‘as F ar £ delay Detween eac roadcast can DEe modine: C||Ck PaSSWO I'd
between SNMP I %Wmﬂ:w responding based on s undeting te% u Zscae ; r;u n cli-
broadcasts. m .1 Delay betwesm = password with
broadcasts: |5_j broadcasts(in seconds]: |1_j appliances dis-
05 Select covered during
Filter your broadcast (QA" @] @] L L ‘ this asset loca-
using t-he appliance @ Dontt show again (cwed ) tion operation.
operating system. __Gance )
]
FYI ezRemote Manager |ocates Neoware thin client appliances on your
In order fo 'm:fgf‘“:"'s network by sending a Simple Network Management Protocol
e svi(itchi‘you may (SNMP) broadcast request from the server. You need to select a
to i . . .
the router/ switch config- broadcast 1P address (click on the select / deselect indicator to the
uration: SNMP broad- left of the address).
casts must be passed to ]
the subnet. For more Note: The default broadcast address for each network interface
information, see “Appen- . , . .
dix A: Broadcast SNMP card (NIC) (as determined from your server’'sregistry) is already
and Router Configura- R ;
tion” on page 79 selected when the dialog first appears.

14 Building an asset database
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To change a broadcast 1P address, right-click and type a new one.

Add additional broadcast | P addresses by entering them one at a
timein the provided field. clicking Add after each entry. For
example, you might choose to add addresses for subnet routers.

Specify the number and delay between SNM P broadcasts.

Change the default settings only if network traffic interferes with
the discovery of remote thin client appliances.

The discovery can be filtered by thin client operating system in
OS Select, limiting the units listed to those appliances running
that operating system.

If your Neoware thin client appliances have been protected using
an appliance access password, click on the Password button to
enter the password. The password will be associated with appli-

@ Appliance Access Security
The Appliance

= If your Meoware appliances are passwor_d protected please Access Secu-
enter the password here. If not leave this entry blank. . .
rity password is

L] the device con-
Appliance Access Passward: [ ¥R | 2 flg uration pass-

word.

ances located during this discovery session, and saved with the
asset list databasefile.

Appliance Access Security dialog:

Enter the Appliance Access Password that is required to access
and change configurations of the remote thin client appliances
that you intend to manage with ezRemote Manager. Click oK to
return to the Broadcast Address dialog.

In the Broadcast Address Dialog, Click oK to locate and list the
Neoware thin client appliances on your network.

Asset Manager

Building an asset database 15
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List view

List view thin client

appliance
information

List view isthelisting of located and added Neoware thin client
appliances. It uses a familiar Explorer-type treg/list view, providing
important information about each thin client appliance:

Station Mame IP Address DHCP Mac Address MainBoard | ©F Version Boot Disk RAM PU

2} MikeE 10.10.10.78 ODEQCHCACEAC  WN3 Meolinux 2.4.1-051903  EI0S  &Mb  28Mb  CyikMe..
B NED-BaZE2E 101049102 Yes OEOCHEA:28:28  PE20 Neolinux 3.0-110603 BIOS BitMb  117Mb  VIAEzs
B NEQ-EEDSI 101043106 ‘es ODERCHEE:DTIT WHEDL Meolinux 24100802 EIOS  16Mb  26Mb (/D4

B NED-E62728 101049113 Yes OEOCHEE:27:2B WHNEBb Neolinux 2.4.1-012303  BIOS 32Mb 58 Mb f/04

B NEQ-EERLED 101043115 Yes ODEDCHEEEAES  wWHEDL Meolinux 2.41-051903 EI0S  32Mb  58Mb (/04

2} NED-CBFEED 101049142 Yes OET:CHECEFEED W3 Neolinux 2.4.1-012303  BIOS 48Mb 58 Mb Cyris: Me.
E)NEQ-EEDE22 101049145 ‘es ODERCHEE:DTZ2  WHEDL Meolinux 2.4.1-051903  EIOS  48Mb  121Mb  §i/04

B NED-02334E 101049155 Yes 00:50:41:023%4E 5715 Neolinux 242103103 BIOS BiMh  244Mb  VIAEzs
E)NEQ-CIEBIA 101043158 ‘es ODETCHCHEE RS WN3 Meolinux 24100802 EI0S  24Mb  26Mb  CyikMe..
B NED-BEIDCE 101049175 Yes O0:ET:CHEE:3DCE  WHNEBb Neolinux 242103103 BIOS 32Mb 58 Mb f/04

B NEQ-EEIMA 101043187 ‘es ODEOCHEE: 3014 WHEDL MNeolinux 3.0-112403  EIOS  24Mb 121 Wb GeodeT..
B NED-EDB4C2 101049193 Yes OOECCEHED:84C2  WN20 Neolinux 2.4.1-051303  BIOS aMh 26 Mb Genode{T
il ™ Ananda s N bl i o T il

The thin client appliance information in the list view includes.

Station Name - The thin client appliance’s defined network
name (called various names in different operating systems, such
as. Client name, appliance name, host name, and computer
name). By default, all Neoware thin client appliances are named
using aprefix of “NEO-" and the last six characters of theclient’'s
MAC address.

IP Address - The IP address currently in use by the thin client
appliance.

DHCP - If the IP address has been dynamically assigned by a
DHCP (or BOOTP with NeoLinux clients) server, a“Yes’ will
appear in this column.

MAC Address- Thethin client appliance’s network interface
hardware Media Access Control address.

Mainboard - A coded reference to the thin client appliance’s
main circuit board revision level.

OSVersion - A description of which thin client appliance soft-
ware version and release is currently running.

Boot Version - (primarily for legacy equipment) Information
about which version/rel ease bootprom image version is installed
in the thin client appliance.

16
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Asset Manager

Flash - (primarily for legacy equipment) If Neoware's Flash local
storage daughterboard isinstalled, this column shows the amount
of memory installed on the daughterboard.

Disk - If aFlash disk (a DiskOnChip or DiskOnModule internal
Flash device) isinstalled in the thin client appliance (or PCMCIA
or IDE hard disks in @workStations), this column displays the
size of the local storage.

PL CC - (for legacy equipment) If a PLCC EEPROM program-
mable storage for the bootprom imageisinstaled in the thin cli-
ent appliance (@workStations and NeoStations, only), the
capacity is displayed in this column.

Sorting the list view To sort thelist view by acategory such asthin client appliance name,
IP address, etc., click the column label button for that category.

_sorted_admin.rms - Mode - ezRemote Manager

View_Seltings_Help

Click on column
label to sort by
that column

"1

Not available in
Support Mode

Renaming thin client
appliances is a function
that is available only

when ezRemote Man-

ager is accessing a data- '
base with Administrator
Access mode. This func-
tion is not available when

in Support Mode.

aaaaa TP Address < Address Wainoard | O3 Versian Disk__[RAM__[CPU

078 OBEDCECACEAC WN3
101042102 ODEDCERA2E28 PE2D
NED-GEDST! 101043106 ODEDCSEEDST WhED
NED662728 101043113
NEDGBAES 101043115
NEO-CBFBED 101043142
NEDEDS22 101043145
NED-023AE 101043155
NED-CIEBSA 101043158
NEDESDCE 101043175
NEDSESDTA 101043167
NEDDBC2 101043193
10.49.204

1

8Mb  28Mb  CyieMe.
BiMb 117Mb  VIAEza
1BMb 26Mb 04
2Mb BBMb 04
2Mb BBMb 04
4BMb BBMb  CyieMe.
4BMb 121Mb 04
B3Mb 204Mb  VIAEza

ODEDCEEE2728  WhED
ODEDCEEEEAES WhED
OBETCECBFEED WN3
ODEDCSEEDS22 WhED
050410233 STIS
ODETCECIEBSA WN3
ODETCEEEAD:.. WhED

24Mb 26Mb  CyieMe.
2Mb BBMb 04
ODEDCSEENIA WhED 24Mb 121Mb  GeodelT
ODEDCSED:B4C2 WD
ODEDCSEEEDLY WhED
s 00023363406 2800
ODEDCEEADSD PE2D

0104923
E0BC7E%  1010.49239
eeeee 10104938
NEOFDOO2A 10104341
NED-CIFAB2 10104944
NEDSE2275 10104945
BobbieH3 1010.48.47
NEO-CICD33 10104351
ROSCOENL 10104959
halo 10104951
NED-GE44A 10104969
NEDSE34G2 10104985
EdG 10104986

b i o oeal  Click one or more
appliances in the
Station Name
wEDCsCaEAE N column to activate

| o i etaonom sw e we]  File and Action

OBEDCEFD:0024 PO
OBEDCECIFAB2 WN3
ODEDCSEE2275 WhED
OBEDCECADISF WN3
OBEDCECICDSS W3
OBEDCECACCS W3

PR i il e

Saving 55 s compled || menu options
List View

Click on acolumn label a second time to reverse the sort order of the
thin client appliance.

In thelist view, you can directly change any thin client appliance’s
name.

1

2

Right-click the name of an thin client appliance in the list view,
and then select Rename from the pop-up menu.

Type anew name for the appliance.

List view 17
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Press the Enter key to finish name entry.

@ Untitled - Administrator Mode - ezRemote Manager m

Filz Edt Actions View Seftngs Help

I\ Ardr 2

(neoware REMOTE MANAGER

(3 Neoware i tion Hame: IP Address DHCP | Mac Address MainBoard | 05 Yersion Boat Yersion
Protected 10104365
S Harlds 4 10104873 Yes  D0elcHEESAME  WN3 WirCE 4.20
ENE0-6aEass 10104969 Yes  OOEOCSEGE&E  ‘wiBb HeaLinu 3.0-110603 BIOS
EJNED-GAJCET 10104950 Yes O0:E0:CHBAMC:ET  PE20 NeoLinux 3.0-112403 BIDS
BROSCOENL 10104953 Ves O0EO.CECHCC14  WwWN3 MeoLinux 3.0-110603 BIDS
Yes  OOEOCSCICO:ST  WN3 HenLinux 2.4.1-051303 BIOS
Yes  ODEOCECIFLAF W3 HenLinus 3.0-110803 BIOS
EnE0-cadcrs Yes  ODeBchicddcfd  WwN3 WArCE 4.20
Shadow
‘w/ake-onLAN
Reboot
Change Password
Ready |Locate complete found 11 units [ o[

18 List view
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Adding one or more thin client appliances to the list view

To add thin client appliance |P addresses to the list view, right click
anywhere in the right-hand pane, and then select Add | Station from
the pop-up menu.

Untitled - Administrator Mode - ezRemote Manager i _EBH‘
Seltings Help
B @@
[__1 Meoware i Station Narme IF Address DHCP | Mac address MainBoard | O3 Yersion Digk. RAM CPU
Add 4
Group
Right click in
the list view
pane to add
appliances by
IP address
Ready Saving 156 units completed [ o[
Add Stations Faex
e Click to use an
WBT IP Address{ss] app liance
St [i070707 == access security
, (< palets | word with
End \:< De\ata:\ L — pa5§ ord
[ grport appliances
[ Passvord | added during
this operation.
. Cow )  EEEW
Tip

Adding an appliance
using its IP address does  Note: Adding and deleting thin client appliances is not allowed

E‘r’;:jia‘:','b;: P en  When ezRemote Manager is accessing an asset list database in Sup-
appliances located on port Mode.

remote subnets can be
added to the list when
SNMP broadcasts are

blocked by routers.

Adding one or more thin client appliances to the list view 19
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Adding a single thin

client appliance

Adding multiple
thin client
appliances using a

1 To specify asingle I P address, enter the address in the Start field
and click the add button.

2 If athin client appliance access password needs to be associated
with the appliance(s) that you are adding, click on the Password
button to set Access Security Password. Follow theinstruction for
entering a password and then click oK to return to the Add Sta
tion dialog.

Appliance Access Security

AR

2

If your Neoware appliances are password protected please
enter the password here, If not leave this entry blank,

Appliance Access Password:

I**********l

- NEm

3 When you have specified the desired | P address(es), click OK to
add them to your list view.

Add Stations

R

Asset Manager

1To specify arange of
| P addresses, enter the
first IP address of the

range of IP — range in the Start field,
addresses o e and the last |P address
s of the range in the End
S e [ field, and click Add.

2To delete one or more
= addresses from the list,

click to highlight and

then click Delete.

3 If athin client appliance access password needs to be associated
with the appliance(s) that you are adding, click on the Password
button to set Access Security Password. Follow theinstruction for
entering a password and then click oK to return to the Add Sta-
tion dialog
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4 When you have specified the desired | P address(es), click OK to
add them to your list view.

Adding thin client With ezZRemote Manager 3.0, thin client appliances can be added to

appliances using a  the asset list using atext file containing IP addresses. The text file

list of IP addresses  should contain nothing except | P addresses separated by the follow-
ing characters (delimiters): space, TAB, new line, or semicolon.

1 Createatext file (.txt file) in Notepad containing the following IP
addresses (for example):

192.168.0.1
192.168.0.25
192.168.10.15
Add Stations ugq
L& File Edit Fomat Help
Aszset Manager M52.168.0.1 ;I
[192.168.0.25
WBT IP Add 52 768, 10.15|
. - N =
st | [“add—s | [13218801
< 192.168.0.25
End |‘<Delete'|J1521EEm15
| Passwar d™ e
Losk.jn. | (] Deskton [z Y feEm-)

File pame:  [ipaddresses bt

Fies of ype: | [-] [ coreat )

2 Inthe Add Station dialog, click Import, and select the saved text

file. g
3 ThelPaddressesfrom thetext filewill appear inthe Add Stations g
diaog. =
]

v

<
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Grouping in asset lists

Restricted in
Support Mode
Adding, changing, and
deleting asset lists group-
ing is a function that is
available only when
ezRemote Manager is
accessing a database
with Administrator Access
mode. This function is not
available when in Sup-
port Mode.

Creating a new
group

2 Type aname for the new group folder.
3 Select the thin client appliances that S

To more easily manage Neoware thin client appliances, you may
choose to organize them in logical groups. Group appliances based
on any criteriayou desire. Use the sorting mechanism in the list
view, and then click-and-drag selected appliances into defined
groups to quickly create an easy-to-manage structure. For example,
in alarge network, you may decide to group thin client appliances
located on different subnets in different groups, or a separate group
for each configuration of software.

Note on saving lists. ezZRemote Manager allows complex multi-
level grouping to provide you with flexibility. It isimportant to
save your list asyou go. When you use the File Save function,
the complete asset management database is saved to disk,
including groupings, | P addresses, station names, and OS ver-
sions.

ezRemote Manager aso allows saving multiple database files.
(For more information on using saved databases, see “ Saving
and automatically retrieving asset lists’ on page 24.) Saving
multiple database files allows you to create different groupings
of the same list of appliances.

Right-click anywherein the list view, o >
and then select Add | Group from the =

Delete .M
pOp-Up menu. Rename

LCut

Wwake-on-LAN
Beboot
Change Pazsword

will belong to the new group.

Drag the selected appliances into the
new group folder.

Note: It isaso possible to drag and drop selected thin client
appliances to afolder contained in the left-hand pane.
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Asset Manager

Not Available in
Support Mode
Printing list views is a
function that is available
only when ezRemote
Manager is accessing a
database with Adminis-
trator Access mode. This
function is not available
when in Support Mode.

Using the ezZRemote Manager menus, you can easily print alist
view:

» Usetheorganizational tree in the left-hand pane to select the
group level you wish to print.

 Click into the right-hand pane.
» Select print from the File Menu.

« Thelist displayed in the right-hand pane will print on the selected
printer.

- To print the contents of a different group, select another group in
the left-hand pane.

You can select printer settings using File | Print Setup.

Switching to the task view

Adjusting the list view

Whilein list view, you can switch to the Task View by selecting View
| Task View from the menu bar. The task view will only be accessible
if you have sessionsin progress, waiting to begin, or completed ses-
sions.

« To hide the ezRemote Manager toolbar or status bar, deselect
them in the View menu.

 To change the width of the ezRemote Manager left window, drag
the bar between it and the main window. Or select Split from the
View menu, and then drag the bar.

Asset Manager
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Saving and automatically retrieving asset lists

Tip

Save asset lists when you
exit ezRemote Manager
to avoid having to redis-
cover and group your
appliances again.

Apply Database
Access password

Tip

Always use database
access passwords when
creating and saving asset
lists to prevent unautho-
rized cl!:anges to thin cli-
ent configurations.

The asset listing displayed in ezZRemote Manager can be saved to a
database file (by default named with the extension .rms) when you
exit the program, or at any time when using ezRemote Manager by
using the menu File | Save selection. The data that are saved to the
database file include: groupings (group names and grouped appli-
ances), | P addresses, station names, appliance access passwords, and
operating system version information.

By default, ezZRemote Manager prompts you to save the asset data-
base when you exit the program. By default, the last-saved file is
automatically opened the next time you start ezZRemote Manager.
(This behavior can be changed by unchecking Autoload Database in
the Settings menu.)

You can save multiple versions of your asset database. By grouping
your asset list in different ways, or even maintaining separate data-
bases for different large groups of appliances, can make the task of
managing the appliances much easier.

Because thin
client appliance
access pass-
words are saved
as part of the
asset list data-
basefile, an
Administrator
Password
should always be applied when saving the database file.

Database Access Control

_'!.E.Y )

Enter password(s) that will be required when opening the ezRemote Manager datsbase
L file(.rms). Support Mode access and Support Mode password are optional, The
password(g) can be empty, or a siring of any length.

Administrator Password: | s s e Confirm Passwiord: [ s e |

B Enable Support Mode access

Support Mode Password: Confirm Password:

== )

The next chapter discusses in detail saving and retrieving ezRemote
Manager databases.

Once an ezRemote Manager asset database has been saved with one
or more database access passwords, it cannot be opened without one
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of the passwords. The database files are encrypted with RC4 encryp-
tion.

Note: Because of the differences between RC4 encryption/decryp-
tion utilities that are part of Windows 2000 and earlier operating sys-
tems and the RC4 utilitiesin Windows XP and later operating
systems, ezRemote Manager database files created with one set of
utilities cannot be read with the other. If you intend to share the
ezRemote Manager asset database with other users, make sure that
thefileis created and saved on the same version of operating system
asthe one that will be used to access the database.

Exporting asset list data to other applications

File | Export
Database

ezRemote Manager 3.0 includes the ability to export asset list data
for use by other applications. This can be useful for combining
Neoware thin client appliance information with other asset manage-
ment data.

In order to export the ezRemote Manager information from the cur-
rent asset list:

1 Select menu item File | Export Database.

_offices.rms - Mode - ezRemote Manager A T°Ed

Help
: AT 4" 4
Pint. trl+f v ,}
B REMOTE MANAGER w

——
””””” ] save as B/
‘‘‘‘‘‘ I e R E

ok
0682828 Gl
06ED511 N
NED-662728 Fu
NED-6684E9 Wi
Protected Wi
NED-ED0GED asi
Protected

NED-CBFEED
NED-6ED526 Save as ype: | Conm:

N
B

ttttttt SLALESR]
Protected 101049154
NED-02394E 101049155 Yes  ODSG4T0239AE  STIS NeoLinux 2.4.2103103
NED-CIEBSA 101049158 Yes  ODETCSCIEBZA WN3 NeoLinux 2.4-100802
billbelnski 101043170 Yes  ODETCSGE4D:B8  WNEL  NeoLinux 30110803
Protected 101048171

ttttttt 101042173

Protected
NED-BE3DCE 101043175 Yes  ODETCSEESDCE WNEb  Neoliw 242103103

Asset Manager

2 Select the location to which the exported data will be saved.
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Data exported

3 Provide afile name.
4 Click save.

ezRemote Manager 3.0 exports asset list datain acomma-delimited

text file (.csv file) format. The asset list data that are exported
include:

Station Name

Grouping structure

IP address

Whether the device is using DHCP
MAC address

Whether or not a password has been set
Board type

Neoware operating system version
Flash disk size

RAM size

CPU reported type

26
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cnerers Database Access
Modes

This chapter explains how to use password protection to restrict
access to ezRemote Manager database files and functionality.

Administrator and Support modes

Administrator mode
functions

ezRemote Manager provides two modes of saving and accessing an
asset list database file (.rmsfile).

In Administrator mode (the default), users of ezRemote Manager
have full accessto Neoware thin client appliances, their appliance
access passwords, and their configurations. Using Administrator
mode, ezRemote Manager can perform remotely any software con-
figuration task, including changing configurations and rebooting
the desktop appliances.

While in Administrator mode, ezZRemote Manager can locate new
appliances, update software, update connections and properties
configurations, apply snap-ins, and ezAnywhere shadow remote
Neoware thin client appliances. While in Administrator mode, the
asset list database can be saved and renamed, creating a Support
mode access password if desired.

ezRemote Manager uses Administrator mode except when using an
asset list database file (.rmsfile) that has been opened using a Sup-
port mode password.
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Support mode ezRemote Manager uses the restricted-access Support mode when:

functions « Opening an asset list database file that has been saved with Support
mode enabled, and

« The Support mode password has been used to open the database.

While in Support mode, ezZRemote Manager performs two functions:

» View and sort the asset list in list view

« Initiate ezZAnywhere shadowing sessions on a Neoware thin client
appliance in the asset list that has an associated appliance access
password.

Support mode users:

« Cannot add to, maodify, or save an asset list

« Cannot view or change thin client appliance access passwords

« Cannot change thin client appliance configurations

Two database access passwords

Administrator and Support mode access in ezRemote Manager is con-
trolled by two passwords.

Administrator When an ezRemote Manager asset list database fileisinitially saved,
mode access or when aFile | Save As action is selected, the Database Access Con-
password trol dialog is displayed.
Database Access Control B =R
Neoware PR E X
recommends :
. Enter passwardis) that will be required when opening the ezRemote Manager database

always using an 8 filef.rms). Support Mode access and Support Mode password are optional. The

Administrator ™~ passwordis) can be empty, or a string of any length,

database access Administrator Password: | Canfirm Passward: [ |

password

@ Enable Support Mode access

Support Mode Password:l Confirm Password:

- )
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Tip

Don’t forget the database
access passwords you
use to encrypt the asset
list database. Neither the
Administrator nor Sup-
port mode password
may be recovered from
the database file.

Enable Support
Mode Access

Click Enable
Support Mode

Support Mode
password

Database Access Modes

An Administrator mode password, once entered in the Database
Access Control dialog, will be required thereafter in order to open
that database file. Although the Administrator password field may be
left empty (and an empty Administrator password field will open a
database file that has been saved with an empty password field),
Neoware recommends always applying a non-empty Administrator
password.

When the asset list database file is opened using the Administrator
mode password, the ezRemote Manager user has full accessto all
ezRemote Manager functions.

When saving afile, Support Mode access may be enabled by check-
ing Enable Support Mode access. Once Support Mode is enabled for
an asset list database file, ezRemote Manager will use both Adminis-
trator and Support Mode passwords to encrypt the database file.

{3 patabase Access Contral

access if desired \

Enter password(s) that will be required when apening the ezRemote Manager database
= file(.rms). Support Mode access and Support Mode password are optional. The
password(s) can be empty, or a string of any length,

Administrator Password: | s+ Confirm Passward: I b kb o

Enable Support Mode access

Support Mode Passwiord:| *** i Pagsword: I R

Use a Support

— o R \ Mode password
: ' different from the

Administrator

mode password.

If Support Mode access is enabled, enter a Support Mode access
password. Do not use the same password that was used as the
Administrator password, or Support Mode will not be enabled.
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Retrieving ezRemote Manager asset list databases

Retrieving an asset
list database

Ex=port Database

1 california_supportmaode_enabled.ims
2 aziapacific_offices.ms

3 europe_nodes.ims

4 all_clientz.rms

Exit

Look jn: |

5 Meoware |EJ |EI@

R e Feo x|

""" i1 ma
full_sort_admin. s

aziapacific_offices.ms
europe_nodes.ims
all_clients.rms jimn 1121 s

test.ims jirn_nl30bow. s

heoware_sorted_admin.rms

newjim1 201 bobsupport. iz alloz_1009_intpwd_nodbprec

File: name: Ic:aIifomia_supportmode_enabled.rms %
Filez of type: |ezF|M database file [*.rms3) |EJ | Cancel ),

& Open as read-only

Y

7] C:\Program Files\Neoware\california_s Recently Sa\/ed daaba% flleS are
Edit Actions View Settings Help listed in the File menu. For amore

o ot | complete list of database files, select
gave Chil+5 File | Open.

Save bz

FErint... Chil+F

Frint Setup...

ezRemote Man-
ager asset list data
bases use thefile
suffix: .rms

Note: ezRemote
Manager 3.0 can
also open asset list
database files that
have been saved in
acomma-delim-
ited text file for-
mat, such as can

be exported by ezRemote Manager for other programs (a .csv file).
Also note that ezZRemote Manager exported comma-delimited text
files do not include individual thin client security access passwords,
so that those passwords will have to be added before ezZRemote Man-
ager can manage the appliances in the opened comma-delimited text

file.
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Using the proper The password entered in the Database Access Password dialog con-
database access trols the access mode with which the database is opened.

password - Administrator access mode, only -- If the asset list database
being opened has been saved with the Administrator access mode
only enabled (i.e., the Enable Support Mode access checkbox is
not checked), then only the Administrator access password will
open thefile.

« Administrator and Support access modes -- If the asset list
database being opened has been saved with Support access mode
enabled, then:

{3} patabase Access Password d-[n "

‘w1 Enter the password to unlock the ezRemote Manager database file C:\Program
FilesyNeowaretcalifornia_supportmode_enabled.rms.

Name of the asset
list database file P Please Enter Passwiord: ***********l \
that is being

opened ﬁ e The password
entered here

controls the
access mode.

» The Administrator Password will open the asset list data-
base in Administrator access mode.

« The Support Mode passwor d will open the asset list data-
base in Support Mode.

Note: Even if Support Mode Access has been enabled, but the same
access password has been set in both the Administrator Password
and Support Mode Password fields, then the file will be opened in

]

Administrator Access mode. §

2

. L] m

Access mode indicators 3

<

Q

v

2

Administrator Administrator access mode is indicated by the following user inter- -g

access mode face features: =]
indicators
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Titlebar indicator

When ezRemote Manager is operating in Administrator access
mode, the window title bar includes “Administrator Mode” in the
title name.

“Administrator Mode” in
window title bar.

C:\Program Files\Neoware\california_supportmode_enabled.rms - Administrator Mode - ezRemote Manager

File Edt Actions Yiew Sefings Help

ER @@@!B}“ @wa.—i REMOTE MANAGER el

All toolbar buttons enabled
and accessible

Administrator Access Mode Indicators
Toolbar indicator

When ezRemote Manager is operating in Administrator access
mode, the toolbar buttons are al active and accessible.

Support access Support access mode is indicated by the following user interface fea-
mode indicators tures:

Titlebar indicator

When ezRemote Manager is operating in Support access mode, the
window title bar includes “ Support Mode” in the title name.

“Support Mode” in window
4/ title bar.
C:\Program Files\Neoware\all_locations_supportmode_enabled.rms - Support Mode - ezRemote Manag

File Edt Actions Yiew Seftings Help

hadumeg ware REMOTE MANAGER g

Only ezAnywhere shadowing toolbar
button is enabled.

Support Access Mode Indicators

Toolbar indicator

When ezRemote Manager is operating in Support access mode, the
toolbar buttons are all active and accessible.
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CHAPTER 5 U ma:tl ng
Appliance Software
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This chapter explains how to update the system softwarein
Neoware appliances.

Software updates

Getting software To properly use ezZRemote Manager to update your computing

updates appliance software, you must first install a Neoware software
update package on the server that is running ezZRemote Manager.
These software update packages can be downloaded from the
Neoware Web site at:

http://ww. neowar e. conf downl oads/

Note: For instructions on installing software update packages after
they have been downloaded, refer to the update package's Release
Notes file which can be found on the software update download
Web page.

Accessing the 1 Select one or more appliances from the List View.

Software Update 2 In the ezRemote Manager toolbar, click Software or select the

Manager
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Updating Appliance Software

:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager

menu item Actions | Software.

Software update
manager toolbar
button

1

Fle Edt Actions View Seftings Help

REMOTE MANAGER

| | neowdadre
.|| (nee

IP Address DHCP Mac Address MainBoard 05 Wersion

(3 Windaws CE 101043110 Yes O0elcEB22760  PB20 *PE 1.2 (Built.June B, 2003]

(0 Windaws NTe 101043123 Yes  O0elicSéalfa  PE20 ®PE 1.2.1 (Buit Dctaber 31, 2003)

‘23 Windows XPe 101049133 Yes 00el:c56a0s04  PE20 ®PE 1.2.1 [Buik Detober 31, 2003
10104523 Yes  O0elic56al?  PE20 PE 1.2 [Builk March 26, 2003)
10104942  Yes  00el:c56x0030  PB20 PE 1.2 [Built September 15, 2003)
10104343 Yes  OlelicSedcacd  WN3 WPE 1.2.1 (Buit Oetober 31, 2003)
10104950 Yes  O0el:cSBadob?  PB20 PE 1.2 [Built September 15, 2003)
10104354 Yes  OlelicSéallfe  PE20 P 1.1 [Builk September 26, 2002)
10104966  Yes  O0elc56x3233  PB20 ®PE 1.2.1 [Built Oetober 31, 2003)
10104876 Yes  OlelicSéallfe  PE20 WPE 1.2.1 (Buit Oetober 31, 2003)
10104397 Yes  O0e0icSEx0029  PE20 #PE 1.3 [Buit May 16, 2003)
101050122 Yes  O0el:c5Baldaa  PB20 PE 1.2.1 [Built Oetober 31, 2003)
101050133 Yes  OelicSSdebd PE 1.2 [Builk March 26, 2003)
10105025  Yes  O0elcS5Ba3tcd  PB20 PE 1.2 [Built June 6, 2003)
10105068 Yes  OelicSEaddd?  PE20 WPE 1.2.1 (Buit Oetober 31, 2003)
10105069 Yes  O0el:c56x0317  PB20 PE 1.1 [Built September 26, 2002)

[NOH J

Software Update Manager |Locate complete found 33 units [

WARNING

Do not attempt to create
more than one simulta-
neous software update ses-
sion on a single ezRemote
Manager server. Doin%(so
can bypass the networ
services throttle built-in to
ezRemote Manager and
result in incomplete soft-
ware updates and/or cor-

rupted Flash disks.

3 When the Update Manager opens, select either the NeoLinux,
netOS, Windows CE, Windows X Pe, or Windows NTe software
update package to use to update your appliance(s). The update
package will need to have been installed on the server on which
you are running ezRemote Manager.

C:\Program Fil iapacific_offices.rms - Mode - Manager
Fie Edi Actions View Selings Help
BS& ‘E |@ By B" ‘ (neoware ©ZREMOTE MANAGER
Station Mame. 05 Yersion
B TCPHLswickh.. 3PE 1.1 (Bu
BNED-EAZIDT  XPE121[. J:@
BNED-EAIFC3 XPE 1.2 Bu
EINED-BB4EBD  XPE 1.2 Bu Updale Manager
BTCPHLdavis  HPE1.21( Select software image for update
B wPEmbedded  XPE1.3 Bu
EIMNED-GA0SC  HPE1.211.. EUH gxggf V11 WU[[DUJZ]EBUUZZ]]
o Bt 1.
BNED-EAIZI XPE1210. L 1"3 (nanew
BNED-GAO0BE  XPE 11 (Bu H]
ENED-OZIWE  XPE 1.2 Bu Eon EA0015 v1.2.1 (103103)
Jim P Pe 12 Test
Bscoobydoo  KPE1.21[
EJNEDGA0030  HPE12(Bu m;fpﬂz'“l e
BowichkoxPe  XPE 1.2 Bu XPET1an5300
B TCPHLOWRL.  XPE1.21[.
ENED-BAOOTEZ  XPE121(
ENED-RAZFFD  XPE 1.2 Bu
Eithe select a unit (o the left and click on the "Get Image”
butan ta retiieve the target image (o be cloned, o select
from the st of mages abave and click "Update Al
(i) (o | )
Feady [Losate complets found 33 units [ oM
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Updating Appliance Software

Note: If the selected group of appliances contains more than one
type of software, you will be prompted to choose which software
to update. Once you have chosen the software to update, ezRe-
mote Manager will display alist of the appliances running that
software. and alow you to select the appropriate software update
package for those appliances from the Available Versions list.

Note: If no software update packages appear on the Available
Versions list, then you need to download and install one of
Neoware's software update packages. The update packages can
be accessed at ht t p: / / www. neowar e. coml downl oads/ .

4 After selecting the appropriate software update package, click
Update All.

5 When the Confirm Session Start dialog appears, click the Proper-
ties button to set the session parameters (see Setting Session
Parameters’ on page 69), OK to begin the session immediately, or
Cancel.

Note: If you choose to delay the session in the Set Session
Parameters dialog, clicking the ok button will add the delayed
session to the Task View and delay the session, rather than begin-
ning the session immediately.
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XPe/NTe software cloning

ezRemote Manager clonesthe full Flash disk image of Neoware thin
client appliances based on Windows X Pe and Windows NTe. You
can copy the cloned image to other same-OS appliances running on
your network, or store that image for backup. Thisimage includes
the operating system software, its configuration, all installed soft-
ware applications (including custom software install ations), and the
configuration of that software.

Note: When you use a cloned image to update other Neoware Win-
dows XPe/NTe appliances running on your network, the cloned
image will completely replace the contents of the appliances Flash
disks. Only network settings and autol ogon settings are saved from
the earlier version of the software.

XPe/NTe software cloning 35
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Preparing the

template or source

appliance

Preparing the
target appliances

Start the cloning
process

Before using an XPe/NTe appliance as a template or source for clon-
ing to other appliances (the target devices), it is critical that it be set
up correctly:

Make sure that al configuration changes are made in the unit
which has been chosen to be cloned.

Note that the pre-update autologon behavior of the target appli-
ancesis preserved after being updated with the new cloned
images. If you change the template appliance' s account names, or
account passwords as part of the cloning operation, each target
appliance will continue to attempt to use the original, pre-cloning
autologon name and password, which may no longer be correct.
In that occurrence, you can reconfigure the target machine's auto-
logon status via the local GUI dialogs, or, you can use ezRemote
Manager’'s ezZAnywhere or Snap-in capabilities to modify the tar-
get machines.

No special preparation is required for target X Pe/NTe appliances,
where you intend to copy the cloned templ ate software.

After the cloned template software update processis complete in the
target appliances, those appliances’ original autologon information
is restored. The target X Pe/NTe appliances can then be updated
whether or not they are configured for automatic logon.

—

Inthe List View, select the preconfigured template X Pe/NTe
appliance to clone, and the target appliances to copy the image.

2 Inthe ezRemote Manager toolbar, click Software, or select Soft-
ware from the Actions dropdown menu.

3 When the Update Manager opens, select the template Neoware
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Select the
Neoware
Windows XPe/NTe
appliance with

the preconfigured |~

software image.

Updating Appliance Software

XPe/NTe appliance in the left hand pane, and click Get Image.

2] C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager
Fie Edt Acions Wiew GSetfings Help

ER EEK@ @H" ‘ (neoware ZREMOTE MANAGRR

Station Marme OS5 Version

B TCPHLewickh... XPE 1.1 (Bu
Update Manager

BINEDEAZIDT  HPE121(.
EINEDEAIFC3  HPE 1.2 [Bu
EJNEDEBMEBD  HPE 1.2 Bu
B TCPHLdavis  WPE1.21(

SPE 1.3 (Bu
NED-BAOOSC  XPE 1.21[..
NEDEA3233  XPE121(

NED.BADOBE  XPE 1.1 Bu

Select software image for update

Eon Ex00s v1.0[071802)
Eon 6x00t +1.7 (092602]
Eor B00t 1.2 (060603)
EOM Bx00T-4 1.2 (091503]
NED-023%4F  XPE 1.2 (Bu

E

E

L

L Eon E0LG +1.2.1 (103103)
Bscoobydoo  WPE1.21(..

)

L

E

£

L

Jim PP 12 Tast
Jim P Pe 12 test b

NEO-G40030  ¥PE 1.2 (Bu Pt Clete
Jpmichko®Pe  XPE 1.2 (Bu.
TCPHLCWwWRIL HPE121[
MED-BAD07AZ  XPE1.21(

NEO-BA27FO XPE 1.2 (Bu

Either select a unit to the left and click on the “Get Imags"
button to retrieve the target image to be claned, or select
from the lst of images above and click "LUpdate Al

Click the Get
Image button to
initiate the clone
operation.

g B ) o) o)
I

Ready [Locate complete found 39 units | UM v

4 Inthe Version Name Image Name and L ocation dialog, type the
name to be listed in the Update Manager. This name will repre-
sent the cloned storage image in the Enter new version name
field. In the “Enter location and name of image that will be
cloned” field, type the full path and the name for the cloned
imagefile. If youwant to browse the folders, click the Browse

Enter the name for the
cloned image as you

would like it to appear
in the Update Manager

Specify where you

the cloned image.

would like to store ||

{3} version Name Image Name and Location ~ i _lﬂu

Enter new version name

‘ IN ew_Verzsion_Mame_for_list

Enter location and name of image that will be cloned.

'IXP_embedded_custom_‘I2152003 |’ Browse ‘|

== o )

button and use the standard Windows Save As dialog to specify a
location and name for the cloned imagefile.

5 When finished, click oK.
Thefull storage cloned image will now appear in the Update Man-

ager as a software update that you can apply to other Neoware Win-
dows X Pe appliances or Windows NTe appliances on your network.

XPe/NTe software cloning 37

[}
1
O
£
(-]
v
o
v
c
8
s
Q.
<
o
£
-
]
©
Q.
|




Updating Appliance Software

Copying the cloned Once the cloned image is saved on to the ezRemote Manager server,

image to other XPe it will be available to copy to one or more other appliances. The

/ NTe appliances name of the cloned image you provided in step 4 of this procedure,
will appear in the software Update Manager window. (See “Access-
ing the Software Update Manager” on page 33.)

Note: Images can be copied only to the same model appliance (with
the identically-sized Flash disk) as the appliance from which the
image was cloned.
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CHAPTER 6 Conna:tl On
Manager

This chapter explains how to use ezRemote Manager to manage
server connections on your Neoware Appliances.

Connection Manager not available in Support Mode

When ezRemaote Manager isin Support Mode, Connection Man-
ager is not an available option. For more information about how to
tell which mode you are using, see “Access mode indicators’ on

page 31.
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Connections in thin client appliances

What are Neoware thin client appliances are designed to access servers or

“connections”? applications through pre-defined connections. For example: Win-
dows CE thin client appliances are primarily used through the
Neoware Connection Manager with itslist of pre-defined ICA,
RDP, terminal emulation, or Web browser connections.

Among the operating systems supported by Neoware, Windows CE
and NeoL inux use a connection manager to access network
resources through pre-defined connections. Connection cloning is
the mechanism by which ezRemote Manager can copy the pre-
defined list of server connections from one thin client appliance to
others (of the same model / software family).
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Connection cloning  This chapter focuses on cloning defined connections from and to the
supported models  following thin client appliances running Neoware software:

e Capiol and Il models running Neoware's version of Windows CE
software

« NetVista N2200 and N2800 models running NeoLinux or
Neoware's version of Windows CE software

Associated Part

Model Series Operating System Numbers

Capio 500 Embedded Linux CP4A-AA

Eon Proven 2100 CP4E-AA

Eon Preferred 2000 Embedded Linux BA-EON2000E
BA-EON2000X

Capio 600 Windows CE CP4B-BA

Eon Proven 3100 Windows CE .NET CPAF-AA
CP4AG-BA
CP4H-BB
CP4JBA

Eon 3000 Windows CE BA-EON3000X

Eon Preferred 3000 Windows CE .NET BA-EON3000I

NeoStation 3000 BA-N3000C

Eon Prestige Win- Windows CE .NET BB-01-CB

dows CE .NET

Eon 4000 NeoL inux BA-EON4000I

Eon Preferred 4000 BA-EON4000S

Eon Professional 4300 BA-EON4000T
BA-EON4300S
BA-EON4300T

Eon Prestige Linux BB-02-EC

NeoLinux

Neoware's software (based on Windows X Pe and Windows NTe) also
may include customer-defined connections to servers and Web pages.
Those connections (along with user configurations), are automatically
duplicated when the thin client appliance software is cloned.

The balance of this chapter does not apply to Windows X Pe and Win-
dows NTe thin client appliances. (For information about cloning Win-

40
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Cloned connection
settings

What about other
configuration
settings?

Connection Manager

dows X Pe/NTe appliances, see“ XPe/NTe software cloning” on page
35.)

The following are examples of settings copied and cloned in Con-

nection Manager (when the source or template appliance has any of

these connections defined):

« |CA connections: al configuration settings for each defined con-
nection

« RDP connections: all configuration settings for each defined con-
nection

« TeemTalk terminal emulation connections (if installed on source
or template appliance): all configuration settings for each defined
connection

« Web browser connections: all configuration settings for each
defined Web browser

« PPP connections: all configuration settings for each defined PPP
connection

Other appliance configuration settings, such as printer setup, screen
resolution, and global ICA settings are cloned through Properties
Manager.(See “CHAPTER 7 Properties Manager” on page 49.)

Why clone connections?

Save time
configuring thin
client appliances

Individual thin client appliances can be configured at the desktop
when installed or whenever network resources change. This configu-
ration usually includes initially defining to which servers, applica-
tions, and Web sites the thin client user may have access. While this
configuration doesn’t take much time for an individual appliance,
initially configuring or changing the connection configurations on
more than a few thin client devices can consume alot of administra-
tor resources.

Why clone connections? 41
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Connection Manager

Create “standard
desktops” using
ezUpdate server
configuration files

The aternative to individual client configuration isto configure a
single appliance (the “template” appliance) with the server connec-
tions that will be used on other devices, and to then clone those con-
nections and copy them to the other thin client appliances. ezRemote
Manager makes cloning and copying connections both quick and

easy.

The connection cloning mechanism used by ezZRemote Manager to
push new connections to target thin client appliances can also be
used to create configuration files that can be pulled by same-model
thin client appliances from ezUpdate servers. When properly config-
ured, ezUpdate serverswill provide complete configuration to newly
installed thin client appliances. (For more information about setting
up an ezUpdate server: see “Appendix B: ezUpdate for Windows CE
Appliances” on page 83, or see “Appendix C: ezUpdate for
NeoLinux Appliances’ on page 93.)

Setting up the template appliance

Creating
connections

Cavtion

Because Neoware's
ezRemote Manager is an
enterprise-class tool that
can manage thousands

of apﬁliunces, it is impor-
at you test configu-

tant t
rations carefully before
"cloning" them to other
appliances.

Using ezRemote Manager to manage the server connections on your
Neoware computing appliance is easy. The process begins at the
appliance itself.

To be sure that each connection is properly configured, it isimpor-
tant to create and test connections (using the thin client appliance)
on the network that will be used. Therefore, Neoware recommends
that you create and test the connections for multiple appliances on a
thin client connected to the same network environment that all cop-
ied appliances will use. This can be accomplished using the ezAny-
where shadowing feature of ezRemote Manager (see “ezAnywhere
Shadowing” on page 63).

By either using the actual thin client appliance as the template
source device, or using ezAnywhere shadowing, create and test al of
the connections you want to copy to other devices.
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Cloning connections to other appliances

“Cloning” or The next step involves the use of ezRemote Manager to “clone” or
copying copy the connections created on one appliance, to therest of the
connections from appliances or groups of appliances on your network. This ensures
one fhi“ C“e_“* that your connections are properly configured, and will work on any
appliance directly  5/iance on your network.

to others

1 IntheList View, select both the appliance with the preconfigured
connections, and al of the appliances to be cloned to those con-

@ C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager Bl E X
Fle Edi Actons Wiew Seliings Help
P AT neoware ©ZREMOTE MANAGER
v | RS
— - -
Cconn ecti on leoware Apphd IF Address DHCP | Mac Address Mainfoard | 05 Yersion 3
manager toolbar 1y 101048745 Yes  ODEOCSEEDS22 WHEb  Mealinus 241051303
i 10104381 Yes  ODEOCSGEDS2] WHEb  Meolinus 24100802
button 1 Windows XPe 101048105 Yes  ODEDCEEEDET!  WHEb  Meolinus 24100802
101043175 Yes  ODEICSEEDCE WHEb  Neoliue 242103103
10104985  Yes  ODEDCSGE:ME2  WHEb  Meolinw 20170503
101043187 Yes  ODEOCSGE-A01A  WHEb  Meolinuws 30112403

101045 45 Yes O0EQCHEE:2276  WHNEh MNeolinux 2.41-061903
1010.4969  Yes OD:EO.CEEEE444  WHED Meolinus 20110603
101043204 Yes OD:EOCEGSED:C  WHED Menolinus 30110603
101043115 Yes ODEOCEEEEAES  WHEh Meolinu: 2.41-051303
101049113 Yes OD:EO.CEEE2T:2B WHEDL Meolinus 2.4.1-012303
10104338 Yes OD:EOCEGE: 2272 WHEh Menolinus 30110603
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101048233 Yes ODEOCERBCTES  WHNE Meolinu: 30110603
1010.4359  Yes OCEDCEC4CCI4  WN3 MNeolinus 3.0-110803
10104944 Yes OCEDCECHFABZ  WN3I Meolinus 20112403
10104353 Yes ODEOCECAFSIE  WN3 Meolinu: 2 4100802
1010453158 Yes O0ETCHECHERSA  WH3 Neolinux: 2.4-100802
SNED-CIEB 10104974 Yes OCEDCECHERAD  WN3I Meolinu: 2.4.1-051903
B NED-CIcDA3 10104351 Yes ODEOCECHCDET  WN3 Menolinus 2.4.1-051303
B NED-Ca3s30 1010.60.31 Yes ODE3CECAIG3N  WH3 Meolinu: 30120103
S NEO-CaFeeD 1010.43.142 OC:ET.CECEFEED  WN3 Neolinu: 2.4.1-012303
&) il n1010 7o OQEQCECA-CR

| =

MR bard i 24 10518M ﬁ

Connection Manager |Locate complete found 115 units [ NUM i

2 Inthetoolbar, click Connections, or select Connections from the
Actions menu bar item.

Note: If the selected group of appliances are based on more than
onekind of software you will be prompted to select which type of
appliance to update by choosing the appropriate software plat-
form. Once you have selected the software platform, ezRemote
Manager will single out the appliances running that software and
allow you to continue cloning or editing your connections.

3 When the Connection Manager appears, select the radio button
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Select the
appliance
with the
preconfigured
connections.

entitled: Get connections from thin client appliance.

4 Select the appliance with the preconfigured connections from the
list of appliances on the left-hand side.

Click the Get button to
pull the connection
information from the

appliance.

/

[ C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager 4 E'E'Y'
File Edi Actions View Sellings Help
= < ~ ~ ~ = = “
Select “Get
E neoware c7R -
connections
Station Hame 05 Version from thin Chem‘
EINEO-CIEBAD  Neolinux 2 appliance”
BEINEO-CIEESA  Neolinus 2
DHEO-LHFTE  Neolinw 2. Conng =
MEQ-CIFAB2  Meolinux 3. Step one. Select source 1 and security configuration
DN Heolinus © Get connections from thin client appliance
BHEDBCTES  Neolinuk 3 @ Get conneclions fiom file
B Doreen NeoLinug 3... St
ep two.

BNEDGI7E  Neolinuk 2 Select fle or urit to the [eft and click Getta retrieve the cannection and security configuration.
BINEOGEEAES  Meolinu 2 Then click on Update Allto copy this information to al sppliances in the st
EIMEDBIEDCY  Meolinux 3... C
EINED-BBE44s  Meolinuw 3....
EINEO-GE2275  Mealinus 2 Name
EINEOEE3TIA  Meolinu3 I"}’ai"w
EINEO-BE3ME2  Meolinux 3... Leopard
EINED-GEIDCE  NeoLinus 2 Desktop
BEINEO-GEDSIT  Meolinus 2

BEDS2T Meolinu 2.
B nend Meolinux 2....

‘ ﬁ [Csavens ) [ redon | [ updstemr | [ concel )

Ready |Canfiguration upload for 10.10.43.59 complete | NUM | A

5 Click Get.

When ezRemote Manager finishes uploading the preconfigured
connections and lists them in the Connection Manager window,
the Update All button will become active.

To Copy or Clone the preconfigured connections to the other
appliances listed on the left-hand side, click Update All.

When the Confirm Session Start dialog appears, click Properties
to set the session parameters (see “ Setting Session Parameters’ on
page 69), OK to begin the session immediately, or Cancel.

Note: If you choose to make the session delayed in the Set Ses-
sion Parameters dialog, the ok button will add the delayed ses-
sion to the Task View instead of beginning the session
immediately.
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Loading connection Connection configurations may be saved to afile for loading to one

configurations from  or more thin client appliances. This section describes loading a pre-

a file vioudly saved connection configuration file into ezRemote Manager
and how to push it to one or more appliances.

Saving connection configuration: (For more information about
how to save connection configurations to afile, see “ Saving connec-
tion configurations to file” on page 46.)

1 InthelList View, select al of the appliances to be cloned to the
saved connections.

2 Inthetoolbar, click Connections, or select Connections from the
Actions dropdown menu.

Note: If the selected group of appliances are based on more than
one kind of software, you will be prompted to select which type

1S
of appliance you would like to update by choosing the appropri- &
]
ate software platform. Once you have selected the software plat- <
form, ezRemote Manager will single out the appliances running s
that software and allow you to continue cloning or editing your 5
connections. £
o
@ C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager m [ =
u it Actions iorr SeflngsHel c
Select Qet £d folons Von _Selige Hop _ - | " 0
connections @ E@ @ E} Qwe/qware Select save ()
from file” connection file
TN T | and click OK
NEQ-CIEBAD
Bneo-coeeas @
EMEDCHFETE {4} open
ENED-CIFARZ Step one. Select source of —
BAOSCOENL  Neslinux3 © Gt connectons fomthinclent ] Lookn [ 53 earavicizsos o[« &
SINEOBCESE  Nealinu 3 © Get connecfions fiom file i B —
B Doreen NeaLinux 3 S - ..-r..,b.;;m_..gy
k B eoLinus Ry inLE. M
Breosues iations
JENEDESEOCS  NeoLinux3 Conmestions || [ Neoware
JELMEOESE44S  Neolinux3 |1 Geth TEImage
DMED-GE2278  Neolinu2 [0 twinCE
SINEDBEIDIA  Neolinux 3
EINED-BE462  Neolinux 3
JEINED-BEDCE  Neolinuw 2
B NEO-BEDSTT NeoLirux 2.
DMEOGEDS2!  Neolinu2 File pame:  [Connestions_basic.ray
SINEDBEDS22  Neolinux 2, T | EJ ‘ — ‘

[ savens | [ shadow | [~updstsal ] [ caneal )

Ready |Loading connections from C:\Program Files‘ Neowars\ezAM30ie-11:| [NUM v

3 When the Connection Manager appears, select the radio button
entitled: Get connections from file.
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4 Click Get and select the file to copied from the previously saved

connection configurations.

When ezRemote Manager finishes uploading the preconfigured
connections, and lists them in the Connection Manager window,
the Update All button will become active.

To Copy or Clone the preconfigured connections to al of the
appliances listed on the left-hand side, click Update All.

When the Confirm Session Start dialog appears, click Properties
to set the session parameters (see “ Setting Session Parameters’ on
page 69), OK to begin the session immediately, or Cancel.

Note: If you choose to make the session delayed in the Set Ses-
sion Parameters dialog, clicking the ok button will add the
delayed session to the Task View instead of beginning the session
immediately.

Saving connection configurations to file

Using ezRemote Manager it is possible to save the appliance con-
nection information as afile. This saved file (by default, Connec-
tions.rgy) may be used as follows:

To load into ezZRemote Manager for configuring appliances at a
later date. See “Loading connection configurations from afile”
on page 45.

As atemplate for the automatic ezUpdate procedure (see the
Appendices dealing with the ezUpdate process), or

For support and debugging purposes.

Once you have uploaded the connection information from your
appliance by selecting an appliance and clicking the Get button, click
Save As. The Save Asdialog will appear, allowing you to specify the
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directory and file name of the appliance connection file that you
chose to save.

—
@ C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager m
File Edit Actions View Seftings Help

, @|@ @|@_| "@ware REMOTE MANAGER

Station Mame: 05 Yersion

SINEDCHEBAD  Neolinu: 2.,
When connec- EINED-CIEBSA  Meolinux 2. I
EIMEOCFEE  Meolinu 2. {3 save as

tions are fin- BNEOCIFAB2  MeoLinus 3 Stap o, Selact source of sonmestion —
. : AM30Fe112503 =
ished BAOSCOENL  Heclinur 2 et sonnections i cert ) 37 [ ez [

. BNENBC7ESE  Meolinu:3 @ Get connections from file whoek lic (1 Meoware
uploadlng from BDareen NeoLinus 3. Step twe, 2] Locate@Dec0 1164835 og (8] install_profil: sh () GetNTEImage
h I d EINED-852728 Meolinus 2. Seloct fle or urit to the left and click G| [2) Locate@Nov25150434 log € vncviswer are (C1WinCE
the selecte \ ENED6BEAES mentgnuxg Then click on Update Allta copp this ] [Z] Locsts@Nov25141400 g (2] mib. b
. ol Connections—————— [@) eoRM exe 3] BRAFIDLL
ian
applia cg, Heolinue 3. %] whocs.ock [®] PsaplDLL
Save As is Healin: 2. %] shPal ChwinCE Net
bl giigggg;’; ] wohelp2di (1 PutNTEImage
ena ed. A
B\ NEO-EEIDCE
BNEDEEDSIT  Neolinu:2 Flename:  [Connections_basio gy
EINEDEED2  Neolinu: 2..
EINEDEEDS22  Meolinux 2. Save 53 bipe ‘ EJ [ cancel |
[ e ) % | shadow | | Undatedl | [ Concel |
Fleady [Corfiguration upload for 10.10.49.59 complete | oM | /,J
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caeerz  Properties Manager

This chapter explains how to use ezRemote Manager to duplicate
device configurations.

Properties Manager not available in Support Mode

When ezRemote Manager isin Support Mode, Properties Manager
is not an available option. For more information about how to tell
which mode you are using, see “Access mode indicators’ on page
31.

Device properties in thin client appliances

What are Neoware computing appliances running Windows CE and

“properties”? NeoLinux operating systems use a registry-based configuration
mechanism that is configured through the connection manager thin
client interface. The previous chapter (“CHAPTER 6 Connection
Manager” on page 39) discusses copying or cloning connection
definitions from one appliance to one or more others.

To provide a higher level of flexibility, without increasing com-
plexity, Neoware separates the ability to clone connection configu-
rations from the ability to clone or copy other appliance
configuration items. Most of the appliance configuration parame-
ters that are not copied or cloned using ezZRemote Manager Con-
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nection Manager are cloned using the Properties Manager interface.

Which thin client This chapter focuses on cloning configuration properties from and to
appliances support the following thin client appliances running Neoware software:

property cloning? ., a0 and I modelsrunning Neoware's version of Windows CE

software

+ NetVistaN2200 and N2800 models running NeoLinux or
Neoware's version of Windows CE software

Associated Part

Model Series Operating System Numbers

Capio 500 Embedded Linux CP4A-AA

Eon Proven 2100 CP4E-AA

Eon Preferred 2000 Embedded Linux BA-EON2000E
BA-EON2000X

Capio 600 Windows CE CP4B-BA

Eon Proven 3100 Windows CE .NET CP4F-AA
CPAG-BA
CP4H-BB
CP4JBA

Eon 3000 Windows CE BA-EON3000X

Eon Preferred 3000 Windows CE .NET BA-EON3000I

NeoStation 3000 BA-N3000C

Eon Prestige Win- Windows CE .NET BB-01-CB

dows CE .NET

Eon 4000 NeoLinux BA-EON4000I

Eon Preferred 4000 BA-EON4000S

Eon Professional 4300 BA-EON4000T
BA-EON4300S
BA-EON4300T

Eon Prestige Linux BB-02-EC

NeoLinux

Neoware's software based on Windows X Pe and Windows NTe also
includes configuration properties. Those properties are automati-
cally duplicated, along with connection and user configuration,
when the thin client appliance softwareis cloned. This chapter does
not apply to Windows X Pe and Windows NTe thin client appliances.

50
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Which appliance
configuration items
are not cloned
using Properties
Manager?

Which appliance
configuration items
are cloned using
Properties
Manager?

Properties Manager

(For information about cloning Windows X Pe/NTe appliances, see

“XPe/NTe software cloning” on page 35.)

The items not cloned using Properties Manager are:

« Connection definitions (these are cloned using the Connection
Manager dialog)

« |Paddress

« Host name

« Configuration password (except NeoL inux-based appliances)

The following are examples of configuration settings (properties)

cloned by ezRemote Manager’s Properties Manager interface (not all

settings are supported in both NeoL inux and Windows CE):

« Display resolution and refresh rate

» Screen saver settings

« Setting to get network configuration from DHCP

« RDP printer settings

e LPD printer settings

e TCP printer settings

e ThinPrint settings

« Touch screen settings

e Global ICA settings

e Global RDP settings

« Audio volume settings

- Dateand time zone

« Web browser / Internet configuration settings (CE only)

« Connection Manager settings (security, appearance, automatic
start-up settings)

« Security settings (but not password)

» ezAnywhere shadowing settings

e Mouse settings

» Keyboard settings (locale and Num Lock key behavior at startup)
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Why clone properties?

Save time
configuring thin
client appliances

Save standard
configurations as
backups

Create ezUpdate
server
configuration files

Individual thin client appliances can be configured at the desktop
when installed or whenever network resources change. This configu-
ration usually includes initially setting up monitor resolution, the
network, defining printers, and deciding to which servers, applica-
tions, and Web sites the thin client user may have access. While this
configuration doesn’t take much time for an individual appliance,
initially configuring or changing the configurations on more than a
few thin client devices can consume alot of administrator resources.

The aternative to individual client configuration isto configure a
single appliance (the “template” appliance) with a standard configu-
ration that other devices can use, and to then clone that configuration
and copy it to the other thin client appliances. ezRemote M anager
makes cloning and copying thin client configurations easy and
quick.

Saving the template configuration to file provides away to archive
and back up your thin client appliance configurations. Multiple con-
figuration files can be saved for later access and restoration using
ezRemote Manager.

The property cloning mechanism used by ezZRemote Manager to
push new or updated configurations to target thin client appliances
can a'so be used to create configuration files that can be pulled by
same-model thin client appliances from ezUpdate servers. (For more
information about setting up an ezUpdate server: see “Appendix B:
ezUpdate for Windows CE Appliances’ on page 83, or see “Appen-
dix C: ezUpdate for NeoLinux Appliances’ on page 93.)

Setting up the template appliance

Using ezRemote Manager to manage the appliance properties of
your Neoware thin client devicesis easy. The process begins at the
appliance itself.
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Cavtion

Because Neoware's
ezRemote Manager is an
enterprise-class tool that
can manage thousands
of apﬁliunces, it is impor-
tant that you test configu-
rations carefully before
"cloning" them to other
appliances.

Setting appliance
properties using

Properties Manager

To be sure that the template appliance is correctly configured, itis
important to set up and test the device configurations before copying
them. Test configurations for multiple appliances on an appliance
connected to the same network environment that all copied appli-
ances will use. This can be accomplished using the ezZAnywhere
shadowing feature of ezRemote Manager (see “ezAnywhere Shad-
owing” on page 63). Testing may also be performed in front of athin
client appliance.

By either using the actual thin client appliance as the template
source device, or using ezAnywhere shadowing, make the configura-
tion changes (or initia configuration) that you wish to copy to other
devices.

1 InListView, select the NeoLinux or Windows CE appliance(s) to
manage using the Properties Manager.

ezAnywhere - : - :
h . 2 Inthetoolbar, click Properties, or select menu item Action | Prop-
shadowing _
erties.
’E C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemate Manager 4
Fie Edt Actions View Seftings Help “
S : Select “Get proper-
ER @ |@ @|B| ‘ Qegware ties from thin client
. "

‘ Il 1= | ) I ) appliance...
Station Mame O3 Version

Select a __" WinCE 420

template Bhndedv Wik 420.

: SINEQEETME  WiE 420.

appliance. Buss wezen Fopety o
EINEDESBIDA  WinCE 420 Step one. urce of appliance property seltings
i :ED‘:SB:EZE u‘"gi :;E Q) Gt prapetties from thin client appliance hom list on the left

a0 i

Bimcgernen WinCE 4.20. © Get properies from fie
B NED-6E7IIS WinCE 4.20.. Step two,
BNEO-EEZID2  WinCE 420 Select source (file or unit to the [eft] and click Get ta refrieve the property settings.
DNEDETHE  WikE 470 Then click Update Al to copy these seltings to all appliances in the it
ZINEO6I2060  WinCE 420 Cloned properties include thase set tiough these menus or contral panel applets:

Click the Shadow
button to remotely
shadow the app-
liance and customize
its properties.

Piinters, Sound, Servers, Date & Time, Deskiop and Network (except for [P address
and hostname].

Ta change propetties on & unit selected from the list on the left, click Shadow.

Property Refrieval
Click Get to upload highlighted appliance propeities to server.

get | [ Update st | [ ol |@\' cancel |

Ready |Loading 116 urits completed [

i

3 When the Properties Manager appears, select a“template” appli-
ance from the list of appliances on the left-hand side.

Why clone properties? 53
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Properties Manager

Note: Later in this procedure, you will be able to customize this
appliance for it to become atemplate from which you can cloneits
properties.

4

Click shadow.

Depending upon the configuration settings on the appliance you
are trying to shadow, you may have to wait for an approval of the
appliance user before you can shadow their appliance. Also, you
may haveto wait for an approval time-out, which will occur if the
user is not at their appliance when you attempt to shadow it. A
window will appear containing the chosen appliance’s current
desktop.

If the Neoware connection manager does not appear on the screen
which you are shadowing, use the Ctrl + Alt + End keyboard short-
cut to make it appear. If the connection manager appears when
the shadow window comes up, skip to the next step.

Note: The Ctrl + Alt + End keyboard shortcut won't work if you
are running ezRemote Manager from a Neoware appliance that
uses the Ctrl + Alt + End keyboard shortcut itself (NeoLinux and
Windows CE-based thin client appliances).

Using the ezConnect menus (in NeoLinux) or the Neoware
Appliance Properties dialog (in Windows CE, accessed by press-
ing F2 from the connection manager screen), customize the appli-
ances properties (for more information on customizing your
appliances’ properties see either the NeoLinux User Manual or
the Windows CE User Manual). When finished close the ezZAny-
where shadowing window.

Select the template appliance from the list of appliances on the
left-hand side.

Click the Get button.
ezRemote Manager will upload the appliance’'s property informa
tion from the template appliance.

To copy or clone the template appliance’s properties to other
appliances in the left-pane list, click Update All.

Note: You can also save the template appliance’s propertiesto a
file by clicking the Save As button (See “ Saving properties con-
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figurationsto file” below for more information concerning this
feature).

[& c:\Program Files\Neaware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager A =lkd

File Edit Actions View Settings Help

ER @Em@ @‘E-| ‘ (neoware ©7ZREMOTE MANAGER

Station Hame QS Version

2 ¥ winCe 420
Jondieaw3  WinCE 420 -

£
ENEOBETME  WiRCE 420 Propeity Manager

Briss WinCE 4.20,

JENEDEEIZDA  WinCE 4.20 Step ane. Select source of appliance prapety setings.

LMD winle 420 © Gt prapetties fom tin client zppiance fom st onthe ket

S Haold54 WinCE 4.20.

Bimeglennen \WinCE 420 @ Get pioperties hiom file

ENE06EIE  WinE 420 Step two

B NED-E923D2 WinCE 4.20. Select source (file or unit to the left] and click Get to retrieve the property settings.

BNEDSBAZE  WincE 420 Then ciick Update Al to copy thess settings ta l appliances in the st

JSINEOE3E0  WinCE 4.20 Cloned pioperties include those set thiough these menus or conltial panel applets:

Click the Get button I;:Qtﬁrussti:;r;n]j Servers, Date & Time. Desktop and Network (sxcept for IF addiess
to upload the prop- Ta change propetiss an  unit selected from the fist on the lef, click Shados
erties information B T v— -

from the ] ’V lick Giet to upload highlighted appliance praperties to server,
template appliance. |

L - e eTm TS &S

Fieady |Loading 116 units complsted | NOM A

10 When the Confirm Session Start dialog appears, click Properties
to set the session parameters (see” Setting Session Parameters’
on page 69), OK to begin the session immediately, or Cancel.
Note: If you choose to make the session delayed in the Set Ses-
sion Parameters dialog, clicking ok will add the delayed session
to the Task View instead of beginning the session immediately.

Loading property Properties settings may be saved to afile for loading to one or more

settings from a file  thin client appliances. This section describes loading a previously
saved property settingsfile into ezRemote Manager, and how to push
the property settings updates to one or more appliances.

Saving propertiesconfiguration: (For moreinformation about how
to save connection configurations to afile, See “ Saving properties
configurations to file” on page 57.)

1 IntheList View, select al of the appliances to be cloned to the
saved properties.

2 Inthetoolbar, click Properties, or select menu item Actions |
Properties.
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4

Select “Get
connections
from file”

T e e e T

Note: If the selected group of appliances are based on more than
one kind of software, you will be prompted to select which type
of appliance to update by choosing the appropriate software plat-
form. Once you have selected the software platform, ezRemote
Manager will single out the appliances running that software and
allow you to continue cloning or editing your connections.

When the Properties Manager appears, select the radio button
entitled: Get connections from file.

Click Get and select the file to copy from the list of previously
saved connection configurations.

agx

Edit Actions \iew Selings Help

_ég@@ D|@-| “@_egware REMOTE MANAGER

N Mame 15 Yersion
EINED-BEEZDA E4.20 Open >
PSRV [Semeizes  [oc)@
300120203 - &5
B alensR2 WinCE 4.2 Se il B
ELNEOBETESTT  WinCE 4.20 opetties. standard 1op)
BINED-B32060  WiRCE 4.20, Step one. Select source of appliat
BNEOCAIGSs  WinCE 420 @ Get propetties hom thin cient
LENEDED2EFD  WinCE 4.20 1 Neoware
EINEDBETAZE  WinCE 4.20 © Get pioperties from file ) GelNT Elrnags
B Harolds4 WinCE 4.20 Step wo 1 PUNTE Image:
BEINED-BE7IIE  winCE 4.20 Select source (fiz or unit ta the e
BNEOCOED  WiCE 420 Then ciick Update Allto copy the:
SEINEDLLCDAE  WinlE 420 Cloned piopeties include those sef
EINEOCSSHEC  WinE 4.20 Fiinters, Sound, Servers, Dated | T1e0ams  [Properties_standard gy
and hostname], =
Zimcglennen WinCE 4.20 Fios of tyne Bl
To change propetties on a urit
Propeity Retival Status
’V Click Get to get the prapeties from file 1o server. ‘
ot [ updstesl | [ saveds | [ Shedow | [ cancel
= . S L L= Select save
connection file

Resds Tonigusion sosd oo and click Open

Click Get.
When ezRemote Manager finishes uploading the preconfigured
properties, the Update All button will become active.

To Copy or Clone the preconfigured propertiesto all of the appli-
ances listed on the | eft-hand side, click Update All.

When the Confirm Session Start dialog appears, click Properties
to set the session parameters (see “ Setting Session Parameters’ on
page 69), OK to begin the session immediately, or Cancel.
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Note: If you choose to make the session delayed in the Set Ses-

sion Parameters dialog, clicking ok will add the delayed session
to the Task View instead of beginning the session immediately.

Saving properties configurations to file

Using ezRemote Manager it is also possible to save the appliance
property information as afile; to be used as atemplate for the ezUp-
date automatic update procedure (see the Appendices dealing with
the ezUpdate process); or for support and debugging purposes. Once
you have pulled the appliance properties from your appliance by
selecting an appliance and clicking the Get button, click the Save As
button. The Save As dialog will appear allowing you to specify the
directory and file name of the appliance property file that you would
like to save.

Using ezRemote Manager, it is possible to save the appliance prop-
ertiesinformation as afile. This saved file (by default, “Proper-
ties.rgy”) may be used as follows:

« Loaded into ezRemote Manager for configuring appliances at a
later date (See “Loading property settings from afile” on page
55.)

- Asatemplate for the automatic ezUpdate procedure (see the
Appendices dealing with the ezUpdate process), or

 For support and debugging purposes.

Once you have uploaded the appliance properties information from
your appliance by selecting an appliance and clicking the Get button,
click the save As button. The Save As dialog will appear alowing
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you to specify the directory and file name of the appliance connec-
tion file to be saved.
[& C\Pro i iapacific_offices.rms - Admini Mode - Manager

Flle Edt Actions View Settings Help

m EE|@ @ ‘E‘ | ‘ (neoware ©ZREMOTE MANAGER

Stakion Name. 05 Yersion

EJNED-68B2DA  WinCE 4.20

BNED CIFCEE  WwinCE 4.20. @ S A
When proper- B Maiener2 \WinCE 420 LR
. . ENEDGETESTT  WinCE 420 Savein | £ e2AMIc-120203 =«
ties are finished : &
BNED6I0E0  WinCE 420.. Step ane, Select source of af
. ENED.CADGSS  WinE 420 [ install_picfe.sh CawincE
uploading from DNEDCAES WAL 420 O et ppates ot o [ 5] St e
the selected BNEOSEIAE  winE 420 © Giet properties from fle whoci ock % mib.tat % Gell TElmage
) SHMP i BRAFI.DLL PuNTEImage
., BHaoksse WinCE 4.20... Step tu
EINEN-6ETIIE  WinCE 420 Select source [file of unit to wbhelp2.di [s]PsapioLL
a Ppllanc'el ™~ . inCE 420, Then click Update Allto copd ] wboos i [WinCE Net
Save As is Sl 38 WinCE 2o Cloned proparies include thoi
bl BNED £39950C inCE 4.20. Frinters. Sound, Servers, Dat
ed d host
ena . Bincgemen Wil e File pame: [Fropertes_standardray
Tach i -
R | o | I Coma)

|‘ Gt | |‘ Update Al | ﬁ\ Shadow | \ Cancel |

Ready Configuration upload complete | NOM |

A
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This chapter explains how to remotely apply modular updates to
Neoware appliance software and appliance configurations.

What is a Snap-In?

All of Neoware's thin client appliance operating systems utilize
real filesystemsin Flash disk memory instead of monolithic Flash
images. They aso use registry-based configuration mechanisms.
The combination of real filesystems and registry-based configura-
tion allows Neoware customers to add software, or to update soft-
ware modules and device configuration, without having to move an
entire Flash memory image into each appliance.

Modular software additions and updates can be only as big as they
have to be (and in some cases may be only afew kilobytes of infor-
mation), and registry changes are similarly small. This speeds the
update process, and helps alleviate bandwidth impact on busy net-
works and low-bandwidth connections.

ezSnap Technology  Neoware refersto this as our “ezSnap Technology.” Neoware
makes snap-ins available to add capabilities to thin client appli-
ances (such as adding Adobe Acrobat Reader plug-in to NeoLinux
and Windows X Pe thin client appliances). Neoware Tech Support
provides snap-ins to help diagnose customer problems. Customers
can develop and use their own snap-ins, since the technology is
based on industry-standard protocols.
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Snap-In Manager

Apply snap-ins and ezRemote Manager’s Snap-In Manager provides the following func-
more tions:

« Snap-in software additions, software updates, or configuration
changes simultaneously into one or more thin client appliances

« Remotely execute file-based scriptsin one or more thin client
appliances

« Remotely execute a command in one or more thin client appli-
ances

Snap-ins can be downloaded from the Support section of the
Neoware Website at:

http://ww. neowar e. coni downl oads/

Using the Snap-In Manager

1 Select one or more appliances from the List View.

2 Inthe ezRemote Manager toolbar, click Snap-In or select menu
item Actions | Snap-In.

[ Cr\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager
Flle Edit Actions Yiew Seftings Help
(neoware REMOTE MANAGER
Snapin M anager]
Sn ap-l n m an ag er IP Address. DHCP Mac Address MainBoard O3 Yersion ul
101043118 Yes  DDeDcGBeibde  WH3 WinCE 4.20 Neoware: 6.1 (Buik on Nov:
toolbar bUtton 23 Windows CE 101043192 Yes O0eNchBR23d2  WN3 WinCE 4.20 Neoware: B.1 (Builton Nov ;
- Windows NTe 10105081 Yes O0el:cfeadhes  WNI WirCE 420 Meoware: 6.1 [Buil on New :
0 Windaws kPe 101049219 Yes  DDeDic5689225  WN3 WINCE 4,20 Heoware: 5.1 (Builan Nov
101050152 Yes  DDeOcSicficBab W3 WinCE 4.20 Neoware: 6.1 (Buik on Nov:
101050119 Yes  DDeDcScBdead  WN3 WinCE 4.20 Neoware: 5.1 (Buik on Nov :
101050214 Yes  DDeDcBeSlbS W3 WinCE 4.20 Neoware: B.1 (Buik on Nov:
101050185 Yes  DDeDc5Bedb05  WH3 WinCE 4,20 Neoware: B.1 (Buik on Nov
10105094 Yes  DDeDeScfe2dl W3 WinCE 4.20 Neoware: 5.1 (Buik on Now
101050190 Yes  DDe0eSES7elb W3 WInCE 4.20 Neoware: 6.1 (Buik on Nov
10104378 Yes  DDe0c5c%935c W3 WinCE 4.20 Neoware: 6.1 (Buik on Nov
101043221 Yes  ODeDcSododdd W3 WinCE 4.20 Neoware: 5.1 (Buik on Nov
10105033 Yes  DDeDc5oddfel W3 WinCE 4.20 Neoware: B.1 (Buik on Nov
101043214 Yes  DDeDc5E7335  WH3 WinCE 4,20 Neoware: B.1 (Buik on Nov
10104373 Yes  DDe0e5E8:04f W3 WinCE 4.20 Neoware: 5.1 (Buik on Now
101043174 Yes  DDeOcSE67aze W3 WInCE 4.20 Neoware: 6.1 (Buik on Nov
101043149 Yes  DDe2c5Ed2efd W3 WinCE 4.20 Neoware: 6.1 (Buik on Nov
1030558 00eBcBioalBs  WH3 WinCE 4.20 Neoware: 6.1 (Buik on Nov
101043151 Yes  DDeDc5EI20DE0  WH3 \WinCE 4.20 Neoware: B.1 (Buik on Nov
10105026 Yes  DDelc5Bed3S6 W3 WinCE 4,20 Neoware: B.1 (Buik on Now
101050160 Yes  DDeOeSBefSET  WH3 WInCE 4,20 Neoware: 6.1 (Buik on Nov
10105071 Yes  DDeOcSicSiced W3 WinCE 4.20 Neoware: 6.1 (Buik on Nov
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Note: If the selected group of appliances include more than one
operating system, you will be prompted to select which type of
appliance to update by choosing the appropriate software plat-
form. Once you have selected the software platform, ezRemote
Manager will single out the appliances running that software and
allow you to continue using Snap-In Manager.

3 When Snap-In Manager opens, select aradio button to specify
either a snap-in, script, or command to add or execute on your
appliance(s).

{# c:\Program Files\Neaware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager =k
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File Edit Actions Visw Settings Help

E& E|@|@‘@| ‘ (neoware ©ZREMOTE MANAGER

Station Name. 03 Wersion
i WinCE 4.20.
Select the radio button S B’
to specify the action EMNEDCHFTER  wincE 420
. LB MarlereRi2 WinCE 4.20 Shapin Manager

you would like the [~~~ B NEDGETESTT  WinE 4.20

1 060 WinCE 4.20.
Snafp—ln manager to ?’;M

rrorm. EIMEOED2EFD  WinCE 4.

perto WEO-BE7A2E  WinCE 4.20 SR ﬁ

> Harolds4 WinCE 4.20.
HED-E87935  WinCE 4.20.
NEO-C335E0 WinCE 4.20. I

[
[

; [ oowse |
BEINEDCACDA4  WinCE 420

EINEDCIMEC  WinCE 420

[

[

E

:

:

J imcglennen @Conmend |
@ lcgspence

o Andreaiy/ 3

WinCE 420 pional Input Fle | [ Browse ]
WinCE 4.20.

. . WinCE 4.20.
Specify the file or gNED—ESﬁEZE WInCE 420
H MEQ-CAIOCS  WinCE 4.20. ——
command associated vd SNEDSD?  wWinE 420 el | (S
with the Snap-in action. BHEDSETHE  WinCE 420
Ready |Configuration upload complete [ oM A

Note: You cannot run scripts on Windows CE, Windows NTe, or
Windows X Pe thin client appliances.

4 Inthe accompanying text field specify the snap-in, script, or com-
mand you would like to run.
« Snap-ins- Enter the full path and name of where the snap-in
fileislocated on your server. Snap-in files have a.2do exten-

sion. Click Browse to locate the snap-in file you would like to
apply to the selected appliance(s).
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Scripts - For appliances running NeoL inux, the administrator
can custom configure the appliance using bash scripting. The
administrator can also specify a specific input file to be
used in conjunction with abash script. Enter the script file or
commands and the optional input file you would like to run on
the selected appliance(s).

Command - The administrator can custom configure the
appliance using commands. Neolinux based appliances use
shell commands, and Windows based appliances use com-
mand line. The administrator can also specify a specific
input file to be used in conjunction with a command. Enter
the command and the optional input file you would like to run
on the selected appliance(s).

5 After you have specified the snap-in, script, or command, click

OK.

When the Confirm Session Start dialog appears, click Properties
to set the session parameters (see * Setting Session Parameters”
on page 69), OK to begin the session immediately, or Cancel.
Note: If you choose to make the session delayed in the Set Ses-
sion Parameters dialog, clicking ok will add the delayed session
to the Task View instead of beginning the session immediately.
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CHAPTER 9 aAnwma‘e
Shadowing

This chapter explains how to remotely access a Neoware thin client
appliance using ezZAnywhere shadowing.

What is shadowing?

Remote viewing and ezAnywhere shadowing allows an administrator to remotely view

control

Underlying protocol

and/or take control of any Neoware thin client appliance. Because
the administrator can either view or actively control the remote
device, including being able to input keyboard and mouse actions,
ezAnywhere shadowing can be used to remotely configure athin
client appliance, or to assist aremote user in typical help desk func-
tions.

ezAnywhere shadowing does not depend on having an active ICA
or RDP session active on the remote appliance, allowing an admin-
istrator to remotely configure unattended appliances. Multiple
shadowing sessions can be opened simultaneously on asingle
administrator desktop; each one appearsin its own window.

ezAnywhere shadowing is based on industry-standard VNC proto-
cols. ezAnywhere shadowing is independent of both ICA and RDP
protocols so that unattended devices can be managed.

In the standard default configuration of Neoware desktop operating
systems, only VNC sessionsinitiated by ezRemote Manager will
be accepted by the thin client appliance. The desktop operating sys-
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tems also have settings to disable ezZAnywhere shadowing, although
remote configuration of devicesis not as convenient as when shad-
owing is enabled.

What is required to shadow a remote appliance

Client configuration The thin client appliance must be configured to accept ezAnywhere
shadowing. The default configuration in all software versionsisto

enable ezAnywhere shadowing.
'n Windows CE appliances
szanywhere Open the ezAnywhere applet
B2 S TS from the Appliance Properties
Allow ezRemote Manager to Shadow: Control Panel tab
I:‘ Accept other YHNC Clients
e Allow ezRemote Manager to

Shadow must be checked.

Query Settings
Query on all incoming connections

Auto Accept other VRC Clients
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In NeoLinux appliances

Display |F0nts |T0uchscreen |M0use |Keyboard Shadow |.ﬂ.dvanced |

— Enable ez&nywhere

¥ &llow ezRemote Manager to Shadow

I~ Accept VNG Clients

Password:
— Query Settings —————————— [~ Connection Priority
IV Query on incoming connection & Disconnect existing connections
™ &uto Accept if query timeout  Automatic shared connections
Cluery Timeout |1D _‘IZ[ Seconds ¢ Refuse concurrent connections

Ok I Cancel |

Open the ezAnywhere control from ezConnect Connection Manager
menus:. Settings | Appliance Properties | Desktop | Shadow tab.
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Allow ezRemote Manager to Shadow must be checked.

ezAnywhere If athin client configuration password (appliance access security

shadowing and password) has been set on an appliance, that password must be asso-

passwords ciated with the thin client appliance in the ezZRemote Manager asset
list database in order to access a desktop with ezAnywhere shadow-
ing.

Initiating an ezAnywhere shadowing session

1 Select an appliance from the List View.
2 Inthe ezZRemote Manager toolbar, click shadow or select Shadow
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from the Actions menu.

Error messages
during ezAnywhere
session initiation

re=
{# c:\program Fil t_all.rms - Support Mode - ezRemote Manager J-1=Ed
File Edit Actions Wiew Settings Help
| | I/LVl ! oware ©ZREMOTE MANAGER
ezAnywhere s Mmﬂev
. 3| Station hName 1P Address DHCP Mac Address MainBoard | 05 Yersion
shadowing =]
fows CE SHED-1E3DCE 101048161 Yes  0B000e163del  CFIF WinCE 212 Heoware: 5.2 [Built on Oct [
manager toolbar [ows NTe S NED-18ACTE 101043177 Yes 08000e1Bacle  CF2 WInCE 2.12 Neoware: 5.2 [Buit on Oct (1
b lows XPe BINED-BE0A83 101043211 Ves  DDel:cBE80aB3  WH3 WinCE 300 Neoware: 5.3.1 (Buik on Jure
utton BNEC-19368 10104917 Yer  DRO0DelG3368  CP2 WinCE 300 Neoware: 5.3.1 (Buit on Jurr
Blapcpsia 101049122 Yer  ODelcSbglads  WN3 WinCE 300 Neaware: 5.3 (Built on Feb 1
Bwince 101049128 000085550660 Zebi WinCE 250 Neoware: [Buill on 20021220
BNE0-CACTT3 101050145 Yes  ODelicBokod78  WH3 WinCE 400 Neowars: B.0.3 (Buil on Jure
BINE0-Ca90eE 101050127 Ves  ODel:cBcgdliBe  WH3 WiNCE 400 Heoware: B.0.3 (Buik on Feb

10.10.49.83  Yes 00.¢0:c5:68:92:d4

“wNEb ‘WinCE 4.00 Neoware: £.0.3 [Buikt on J%J

Shadow Manager |Loading 116 urits completed | INUM 2

Depending upon the configuration settings on the appliance you are
trying to shadow, you may have to wait for an approval from the
remote device's user before you can shadow. Also, you may haveto
wait for an approval time-out, which will occur if the user is not at
their appliance when you attempt to shadow it. If shadowing is
allowed, awindow will appear containing the thin client appliance’s
current desktop.

Note: It is possible to establish multiple shadowing sessions (simul-
taneously connecting to different thin client appliances), however
you must establish them one by one following the instructions
above.

The following messages may appear when you attempt to initiate an

ezAnywhere shadowing session:

« Shadow session already running. Do you want to replace it
with a new one?
This message occurs if you attempt to connect to athin client
appliance when a shadowing session is aready in progress. Click
Yes to replace the running session with a new one.

« Shadow sessions have been disabled on this appliance!

This message occurs if the target thin client appliance has been
configured to disallow ezAnywhere shadowing sessions.
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e Error creating shadow session
This message occurs when attempting to connect to an appliance
that does not support ezAnywhere shadowing, or from network or
configuration errors.
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This chapter explains how to set Session Parameters and use the task view
of ezRemote Manager after you have created sessions to update your
Neoware computing appliances.

Setting Session Parameters

A session is any defined task that you set ezRemote Manager to
perform. Thisincludes such tasks as software updates, connection
cloning, etc. Using ezRemote Manager, it is also possible to either
define multiple sessions for scheduling future tasks to be per-
formed, or to define a series of tasks to be performed in a specific
order. When multiple sessions are defined, each session is repre-
sented as a separate tab in the task view (see” Task view” on page
72).

After specifying changes to one or more appliances using ezRe-
X&E'}:’;‘gammh mote Manager, a Confirm Session Start dialog will appear.

create more than one simul- i
aneous fullimage software [ confirm Session Start raEx
update session on a single
ezRemote Manager server.
Doing so can'bypass the “You are about to update zoftware from the version elected
network services throttle ta &l the urits in the list

built-in to ezRemote Man-
ager and result in incom-
plete software updates and
corrupted Flash Disks.

Click "0 to start this sezsion or click "Properties" to st
zexzion start time and logging parameters

e = o

Instead of clicking OK to begin the session immediately, click Prop-
erties to bring up the Set Session Parameters dialog. In Set Session
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Using the Set
Session Parameters
Dialog

Parameters, you can give each session a name, adelayed start time, set
logging options, and set the option to reboot the appliance after the
session is complete.

Using the Set Session Parameters dialog the user can specify the fol-
lowing parameters.

(@ set session parameters d-[ﬂ“

Enter or browse for a log file that will contain the session log.

Optionally select or deselect the logging options i'.

Log File Name.[11pdate@Dc03150748 og [ Browss |

@ Mo Logging ©Q Ovenwite Enter Session name
©Q Full Logging @ Append ’7 S ession

@ Summary Log

Q Immediate @ Delay
Set session start time

[ Fieboot Station lrlTﬂ la_ﬂ Iﬁﬂ lg_ﬂ Imﬂ

@ Don't show me this again |’ Cancel ‘| m

Start Timne

L og File Name - In the accompanying field, type the name of the
log file to either use or create for the update session you are per-
forming.

L og File Properties- Below the Log File Name parameter are two
columns of radio buttons that set the properties of the Log file. The
choicesavailablein the first column specify the type of logging you
choose ezRemote Manager to perform. These choices include No
Logging, Full Logging, and Summary Log. The choicesin the sec-
ond column specify whether you choose to overwrite or append the
log file specified in the Log File Name field.

Enter Session Name - In the accompanying field, type a name for
this session. The name will appear as the tab name in the Task
View. If multiple sessions are defined, you may check each ses-
sion’s progress by clicking on the appropriate tab.
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« Start Time - Select whether you want this session to begin
immediately or be delayed. If you choose delay, select the time
and date when you would like the session to occur.

Note: Thetimeis based on a 24-hour clock: If you want to start a
session at 10:20 PM., then you select 22 in thefirst field and 20
in the second field.

« Reboot Station - If you want the station(s) to reboot after the
update session is completed, then select this checkbox.

Note: Neoware-provided updates that require areboot in order to
be applied properly will reboot the remote thin client appliance(s)
irrespective of this setting.

After you have finished setting the session parameters, click Finish.
The Confirm Session Start dialog will reappear. Depending on the
settings, OK will begin the session immediately or add a new tab in
Task View for a delayed session.
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Task view

Once asession is begun or set as a delayed session, the task view
will appear with each session displayed in its own tabbed dia og.
Clicking on each tab (when more than one task has been defined)
displays the session type, status, log file to be used or created, start
time (or progressif the task is currently running), and details con-

cerning the appliances to be modified.

—
C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager

B8Ex!
Fil= Edt Actions ¥iew Settings Help
Station Hame 05 Version —
EINEO-GET?19n.. NeoLinus 2 hecaethoee
Session Type
Fiopetty Update
Status !
InProgiess Property Manager
Log Start T
Fioperty@Decl4030443 log o
T Da
lrna ﬂ 05 ﬂ Dec z‘m zl znuzz”
#of Units: 1 Units failed: 0 Units complete: 0 | Pause Tl | viewlog
Station Name Status Errors | Current Log
NEC-EE77idnotiaal  InProgiess  Mane  Temporan propeny fle created
Updating configuration |
Feady | Configuration updats session in progiess [ [NUM A

Task View

(Session in Progress)
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Task view actions

Sessions

To select a specific session, select the tab labelled with the session
name. Once you select the tab you will be able to do the following:

iapacific_offices.rms - Admini Mode - Manager 4 -I=kd

File Edt Actions ¥iew Settings Help

BR‘EE|@|B|E"-‘ ‘ (neoware ©ZREMOTE MANAGER |

ra
{# c:\Program Fi

Station Name 05 Version
EINEDEETAISn.. NeoLinus 2 E

Session Type
Connection
Status @
Pending Connection Manager
Lag Start T
C:\Program Files\MeowaretezRibd 30fc- 0 e 0 Delay
ﬂ 02 il Dec i‘na il znuzil
4 of Urits: 1 Urits failed: 0 Urits complete: 0 [cancal | [viewteg |
Station Name Status Errors | Current Log
NEQ-BET71 Inatroat Pending Mone
Feady Loading connections from C:\Program Files\Neowars\ezAM30fc-110 NUM
A

(Delayed Sessions)

e Start Time- You can make any delayed sessions begin immedi-
ately by selecting the immediate radio button, and then clicking
the Start button. You can also change the time and date that you
set adelayed session to occur.

Note: Thetimeis based on a 24-hour clock: If you want to start a
session at 10:20 PM., then you select 22 in thefirst field and 20
in the second field.

« Cance - You can cancel any session by clicking the cancel but-
ton.

Caution: Canceling asession whileit isin progress could leave
your appliance in anon-working state.

« View Log - Clicking the View Log button while asessionisin
progress, or after it has completed, displays the contents of the
log file. The log file contains information about the action per-
formed on the appliance during the update.
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Sessions

Note: The information logged in thelog fileis controlled by the
type of logging selected in the Set Session Parameters dialog.
The default setting for the type of logging is Summary Log infor-
mation.

e Close- After asessioniscompleted, the Cancel button changesto
Close. Click Close to return to the List View.

Switching to the list Whilein Task View, you can switch to the List View by selecting
view View | List View from the menu bar.

Adjusting the task  + To hide the ezRemote Manager toolbar or status bar, deselect
view them in the View menu.
« To change the width of the ezRemote Manager left window, drag
the bar between it and the main window. Or select Split from the
View menu, and then drag the bar.
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CHAPTER 11 \/\ake On LAN
Operations

This chapter explains how ezZRemote Manager uses Wake on LAN
to power on thin client appliances.

Wake on LAN and ezRemote Manager

What is Wake on
LAN?

What does Wake on
LAN do in ezRemote
Manager?

“Wake on LAN” (WOL) is anetwork technology that enables you
to remotely wake up, or power networked systems “on” for man-
agement tasks — even when they have been powered “off.” WOL
uses a “magic packet” that is sent to the target device using the
device sMAC address.

ezRemote Manager alows you to remotely wake powered-off Eon
and Capio thin client appliances using WOL technology. To use
WOL, you must first have displayed (in list view) an asset list that
contains the device(s) you plan to awaken or manage. |n most
instances, that will be a saved asset list database you retrieve into
ezRemote Manager (see “ Saving and automatically retrieving asset
lists” on page 24).
ezRemote Manager incorporates two distinct mechanisms that use
WOL to wake up appliances:
« Wakeon LAN on demand. Wake up selected appliances, or al
appliances in the current list view, when initiated by ezRemote
Manager user.

« Automatic Wake on L AN. Wake up appliances automatically
when they fail to respond to ezRemote Manager during a task.
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Wake on LAN Operations

Wake on LAN on demand

YOU can Wake up one or more appl i_ Station MName IF Address CHCP
ance selected in the current list view :Egggggfg 101049122 ves
. ) - U ad =23
(right-hand pane): BINED-CIERW 101043158 Yes
EINED-EEDS2T 10104381 Yes
1 Right-click on athin client appli- :Egggg:ﬁ poaadaze e
ance (or amultiple-device selec- || @wneo-cersen 101043142 es
tion) in thelist view. e
EINEO-CICD3 Al P lves
2 Select Wake-on-LAN from the ‘S NE0-CIEARE . .
pop-up context menu S NEO-BEBAES Rename ves
) EINEDeDa4Ce Cut Yes
3 Theunit(s) selected will receive a :Egg@gg;;’ i
Wake on LAN packet from the e Shadow
ioef-nl
ezRemote Manager server. - W o
NED'BED522 Ehange Passward e
MEQ-00062967080———orowooo— Ves

Automatic Wake on LAN (Auto Wake on LAN)

You can configure the software to automatically awaken thin client
appliances when they do not respond to ezRemote Manager. The Auto
WOL setting controls the ezZRemote Manager behavior during all con-
figuration or software-related tasks. When Auto Wake on LAN iS
enabled, and ezRemote Manager attempts to communicate with an
appliance not responding, the software automatically sends a Wake on
LAN packet to the appliance and waits for it to reboot. Then the soft-
ware will attempt to communicate with the appliance again. Thiscycle
is repeated seven times, then ezRemote Manager issues a time-out
error and continues with the next appliance in the list (if any).

For example: If ascheduled software update isto take place on a
group of appliances during a period when no user activity is expected,
one or more of the appliances may be powered off. With Auto Wake on
LAN enabled, if any remote appliance does not respond to ezRemote
Manager, the software will: @) send aWOL packet to the appliance, b)
wait for the appliance to reboot, and then c) try to reach the appliance

76

Wake on LAN on demand
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again. If thereis still no response, ezZRemote Manager will repeat the
cycle until the remote appliance wakes and responds. If the appli-
ance doesn’t respond after seven attempts, ezRemote M anager
shows atime-out error in the log, and moves on to the next appliance
in the list to update.

ezRemote Manager These are the tasks that are affected by the Auto WOL setting:

'“;"'I“sl:h“' work ke ° Al Software Manager functions (See“CHAPTER 5, Updating
with by Auto Wake Appliance Software” on page 33)

]
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3
c
o
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3
3

on LAN . .
« All Connection Manager functions (See “CHAPTER 6, Connec-
tion Manager” on page 39)
« All Properties Manager functions (See “CHAPTER 7, Properties
Manager” on page 49)
 All Snap-Ins Manager functions (See “CHAPTER 8, Snap-In
Manager” on page 59)
« All ezZAnywhere shadowing functions (See “CHAPTER 9, ezA-
nywhere Shadowing” on page 63)
Configuring Confl gure AUtomaII Cc Wake on FE] C:\Program Files\Neoware\asiapacific_offices.rr
automatic Wake on [ AN (Auto WOL) through the Fie_E00_botrs e [N bl
LAN (Auto WOL) Auto Wake on LAN dialog: B& @ sty o
HPe Account Name  Chil+x
1 Select Auto Wake-on-LAN from EF=) Neu;,;,? Appliand é:nigd:i ::::
the Settings menu. D et P Aok patbare. G
D Windows NTe B MED-CSEBSA
L[] Windows <Pe BNED-EEDSN

B NED-BED523

Auto wake-on-tan  f- [lfd)

2 Inthe Auto Wakeon LAN dia-
log, click Enable to turn on Auto-
Auto Wake-on-LAN

matic Wake on LAN. Click
Ignore to turn off Automatic glng:‘;'le ﬁ

Wake on LAN | Cancel
3 Click ok to save the setting.
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Appendix A: Broadcast SNMP
and Router Configuration

This appendix discusses router/switch configuration issues with
respect to automatically locating Neoware appliances across sub-
netted networks.

ezRemote Manager access to separate subnets through Cisco routers

ezRemote Manager uses SNMP (Simple Network Management
Protocol) broadcasts to automatically locate Neoware appliances
on your network (when you click on the L ocate button or use the
Actions | Locate menu item). Customers with large, segmented net-
works may need to make configuration adjustments (in their rout-
ers) to use the automatic location function for appliances, located
on subnets different from the one on which the ezZRemote Manager
server islocated.

For ezRemote Manager to locate and display information about
Neoware appliances (that are running on asubnet different from the
one on which the ezZRemote Manager server isrunning), two condi-
tions must be met:

A route must be defined from the server that will be hosting
ezRemote Manager to the relevant router.

« Therouter must be configured to allow SNMP directed broad-

casts through to the subnet.
For the following examples:
« IP Address of ezRemote Manager server: 10.30.3.16
« IP Address of Cisco router: 10.30.1.
 Class A subnet where appliances are located: 100.0.0.0
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Adding a route to
your server

Configuring Router

 Subnet mask 255.0.0.0

If your server is not already configured to locate the subnet on which
you are trying to locate Neoware appliances, you can add aroute as
follows:

Open a Command Prompt window on the ezZRemote Manager server.

2 At the command prompt, type:
route add 100.0.0.0 mask 255.0.0.0 10.30.1.1

which tells the server that any communication with 100.* .* .*
addresses will be forwarded to 10.30.1.1 that is the | P address of
the Cisco router. The router controls access to the 100.* .*.* sub-
net.

The following example shows a running configuration file for a
Cisco Series 2500 Router (running Version 12.0). It isintended only
as an example, and should be modified with the appropriate network
addressing scheme for your network.

This particular example is set up to only allow SNMP Directed
Broadcasts from the server where ezRemote Manager is being exe-
cuted (10.30.3.16) using arouter in our networking laboratory.
NOTE: You should not modify your router configurations without
first consulting your router administrator and/or router documenta-
tion.

!

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

|

hostname TRouter

|

enable secret 5 $1$1/Dx$BwQpvgkElyLOOrT549NA9.

enable password ****+x
|
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ip subnet-zero
ip domain-name neoware.com
ip name-server 10.10.10.13
|
|
!
interface EthernetO

description connected to CorporateNetwork
ip address 10.30.1.1 255.0.0.0

ip directed-broadcast

|

interface Ethernetl

description connected to Test EthernetLAN
ip address 100.30.1.1 255.0.0.0
ip access-group 102 in

ip access-group 152 out

ip directed-broadcast 176

|

interface Serial0

no ip address

no ip directed-broadcast

no ip mroute-cache

shutdown

!

interface Seriall

no ip address

no ip directed-broadcast
shutdown

!

ip classless

!

access-list 102 permit ip any any
access-list 152 permit ip any any
access-list 176 permit udp host 10.30.3.16 any eq 161
access-list 176 deny ip any any
snmp-server community pub RW

ezRemote Manager access to separate subnets through Cisco routers
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|

line con 0

transport input none
line aux 0

linevty 0 4
password *kkkkkk
login

!

end

NOTE: Consult your router manuals and/or Cisco for specific
instructions on how to modify running configurationsfor a particular
router.

Relevant Cisco ip directed-broadcast

Router Commands .
ip forward-protocol

Extended | P Access List
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Appendix B: ezUpdate for
Windows CE Appliances

This appendix discusses how to use ezRemote Manager to create the con-
figuration files needed to automatically update your Windows CE- based
Neoware appliances’ software, properties, and connections.

Windows CE ezUpdate

Requirements

Both ezRemote Manager (2.2 or later) and Neoware software,
(incorporating Windows CE (5.2 or later)) contain enhancements
that alow for the automatic server update of appliance software,
appliance configuration properties, and appliance server connec-
tions. These enhancements are collectively called “ezUpdate.”

The use of this feature enables all Neoware Windows CE-based
appliancesto pull their configuration and/or software from a server
when they are powered on for thefirst time. Additionally, each time
the appliance is booted, it will check with the server to seeif it
needs to update its configuration and/or software.

Thefollowing is alist of requirements to enable ezUpdate:

» One Neoware Windows CE-based appliance configured as a
template.

» Accessto an FTP server, where configuration and software
update packages can be installed, and to a DHCP server that can
be configured to notify Neoware appliances where to look for
updated configuration information and/or software. The FTP
and DHCP servers can be resident on the same server or on sep-
arate servers.
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Overview of
procedure

FTP Server

DHCP Tag 137

All Neoware Windows CE thin client appliances must be the
same model, or have exactly the same hardware/software config-
uration. For example: ezUpdate will not work properly in an
environment where some appliances are configured with ICA,
RDP, and TeemTalk, while others are configured with ICA, RDP,
and Internet Explorer.

Using ezRemote Manager, create property and/or connection
template files from where your appliances update themselves (to
be placed into FTP server file structure).

Using ezRemote Manager, create a config.txt file to direct your
appliancesto the appropriate software and configuration template
files.

If you intend to use the ezUpdate automatic software update
mechanism, then you must download and install a Neoware Soft-
ware Windows CE update package.

On aFTP server, create afolder to store all of the ezUpdate auto-
matic update files. Thesefiles are:

properties.rgy - automatically updates appliance properties.
connections.rgy - automatically updates appliance connections.
config.txt - Thisfile automatically updates an appliance.

Neoware Windows CE release - These files automatically update
appliance software, and must be stored in a subdirectory named
3000.

DHCP tag 137 is used to specify the FTP location (URL) of the con-
figuration and/or software update files. Neoware Windows CE-based
appliances use this tag when they are powered on (if it is provided).

The URL address will depend on the type and setup of the FTP
server format you are running:
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Static IP Address

 For password-protected FTP, the URL should use the following
format:
ftp://lusername:password@host/path_to_update_file_directory

 For anonymous FTP, then the URL should be in the following
format:
ftp://host/path_to_update_file_directory

«  When using anonymous FTP (and your FTP server resides on the
same machine as your DHCP server), then the URL should bein
the following format:
ftp://@DHCPSERVER/path_to_update_file_directory

Note: FTP filenames and paths should not contain spaces. If the
DHCP server responds with a zero-length value, the automatic con-
figuration update will be disabled.

To set a Neoware CE thin client appliance to use ezUpdate on a net-
work where DHCP is not used, the registry settings

[HKLM\Software\Neoware\Netconfig] “DefaultBasePath”= “ftp://<IPADDR>/neoware”

must be set, where <IPADDR> is the | P address of the ezUpdate
server.

Creating a Snap-In:

A snap-in can be created based on the following example to set the
registries in one or more Neoware Windows CE thin client appli-
ances using ezRemote Manager:

————— (begin snapin text install.2do) -----

# install.2do for supporting ezUpdate on static IP units

# replace the “<IPADDR>" symbol with the IP address of the ezUpdate server.

CMD regmgr -s [HKLM\Software\Neoware\Netconfig] “BasePath” = “ftp://<IPADDR>/neoware”

CMD regmgr -s [HKLM\Software\Neoware\Netconfig] “DefaultBasePath”= “ftp://<IPADDR>/
neoware/”

CMD reboot
---- (end snapin text install.2do) ----
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ftp://username:password@host/path_to_update_file_directory
ftp://host/path_to_update_file_directory

ezUpdate Server Configuration

Basic FTP server
setup

Neoware Windows CE devices can access configuration updates,
properties updates, and software updates from any standard FTP
server. The underlying operating system doesn’'t matter. Note: The
following instructions are for setting up ezUpdate on a Windows
2000 server, but can be adjusted for use with other Microsoft Win-
dows server versions.

The path structure instructions may also be used on Unix/Linux FTP
servers. However, ezUpdate files should not be edited using a Unix
or Linux text editor, because most of those editors remove the \r
(carriage return) character. The removal of the carriage return char-
acter will cause the ezUpdate interpreter in Windows CE to fail.

Make sure the FTP service (daemon) is running. In the
“\Inetpub\Ftproot” directory, create afolder named: “Neoware.”

In the Neoware folder, place the file install.exe that came bundled
with your Neoware CE software. If you are operating with Neoware
6.0.3 software, also place thesefiles: celock.dll, celockwrap.exe,
safenetcopy.exe, regmerge.exe, regretrieve.dll, inputs.txt,
mkregdir.dll and uninsp.dll into that directory. Also, place the newer
install.exe into the directory and overwrite the old one. The Neoware
CE 6.0.3 ezUpdate files are backwards compatible with ol der ver-
sions of ezUpdate. They provide a more stable update process for all
versions of Neoware's Windows CE thin client appliances.

Note: Ensure that the Neoware folder -- including all files and fold-
ers contained in that folder -- have permissions set appropriately.
Most ezUpdate setups use anonymous FTP logon with al files and
folders available with read-only access.

Obtain any registry files for connections or properties cloning. The

simplest method isto use ezRemote Manager to retrieve the proper-
ties.rgy file and connections.rgy files. See " Creating ezUpdate files’
on page 90.
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Choosing the right

instruction set

1Instruction Set A

Following this paragraph are three sets of instructions: A, B, and C.
Use the set(s) of instructionsindicated according to your Neoware
CE environment:

1

If you have Windows CE
thin client appliances
running the following

Neowar e softwar e release

versions: Completetheinstruction set(s)

5.2,5.3,5.3.1,0r53.2 Instruction Set A (below),
only

5.2,5.3,5.3.1, or 5.3.2 and Instruction Set A (below) and

also units with 6.0, 6.0.1, Instruction Set C (page 89)

6.0.2, or 6.0.3

5.2,5.3,5.3.1,0r 5.3.2 and Instruction Set B (page 88)

you have unitswith 6.0, 6.0.1, and

or 6.0.2 Instruction Set C (page 89)

6.0.3 Instruction Set C (page 89),
only.

L ocate the software update directory for the software you wish
your 5.2, 5.3, 5.3.1, or 5.3.2 unitsto have installed. Thisis usu-
ally located in either a subdirectory under a“ NeowareSoftware-
Updates® directory or €lse a subdirectory under your ezRemote
Manager installation. For example:
D:\NeowareSoftwareUpdates\WinCE\WinCE-v532-4-112002\3000

or

F:\Program Files\Neoware\WinCE\software\WinCE-v531-062102-3\3000

Copy the 3000 subdirectory into your “ (ftproot)/Neoware” direc-
tory. In the 3000 directory, open the system.rev file with Notepad
and copy the contents.

In the “ (ftproot)/Neoware” directory, create a config.txt file. The
first line of the file should have the format:

SYSTEM “X” LOAD_AND_RUN /REBOOT install.exe 3000
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Instruction Set B

Where X isthe contents of the system.rev file.

If you have any registry files, most commonly the properties.rgy

and connections.rgy created by ezRemote Manager, these will be

added to the config.txt file next. For example:

PROPERTIES “November 20, 2002" UPDATE_REGISTRY Proper-
ties.rgy

CONNECTIONS “November 20, 2002" UPDATE_REGISTRY /REBOOT
Connections.rgy

There can be many additional registry files, and the date format is

unimportant. However, prior to Neoware Rel. 6.0.3 thereisasize

limit of 64 KB per registry file. If the connections.rgy file, for

instance, is 80K, it is possible to manually separate it into a 40K

file connectionsl.rgy and a40K connections2.rgy and modify the

config.txt:

PROPERTIES “November 20, 2002" UPDATE_REGISTRY Proper-
ties.rgy

CONNECTIONS1 “November 20, 2002" UPDATE_REGISTRY /
REBOQOT Connectionsl.rgy

CONNECTIONS2 “November 20, 2002" UPDATE_REGISTRY /
REBOQOT Connections2.rgy

To synchronize ezUpdate’s behavior for Neoware Releases 6.0,
6.0.1, 6.02, and 6.0.3, an extra update process is necessary.

In the” (ftproot)/Neoware” folder on the ezUpdate server, create a
folder with the name “3000.”

2 Inthe“(ftproot)/Neoware” directory also place a config.txt file

with the text:

SYSTEM “X” LOAD_AND_RUN /REBOOT install.exe 3000

Where the value of “X” will be explained in step 3.

Note: If you have a mixed environment with 5.3, 5.3.1, or 5.3.2
units, this extra update MUST contain afull update of that soft-
ware.
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Instruction Set C

1

For example: If you possess units that are running 5.3.2 software,
the update must be a correctly configured update of that software
and X should be the contents of the 5.3.2 software system.rev file.
The 3000 directory must contain the correct update files, as
detailed under Instruction Set A.

If you do not possess any units running 5.3, 5.3.1, or 5.3.2 soft-
ware, the “X” valuein the config.txt can have any value you want
(e.g. “test”) and the 3000 subdirectory may remain empty.

Create asubdirectory inthe “ (ftproot)/Neoware” directory named
“CeNet.”

Follow steps 1 through 5 under the Instruction Set A with two
changes:

A. Place al of the files and folders generated into the CeNet sub-
directory. Instead of neoware/3000, neoware/config.txt, neoware/
connections.rgy, and neoware/properties.rgy, the set up will
involve neoware/cenet/3000, neoware/cenet/config.txt”, neoware/
cenet/connections.rgy, and neoware/cenet/properties.rgy.

B. Change the references in the config.txt file accordingly to

reflect the new directory structure. Instead of a config.txt in the

format:

SYSTEM “6.0.3 (Built on Feb 20 2002 at 21:06:07)” LOAD_AND_RUN /
REBOQT install.exe 3000

PROPERTIES “November 20, 2002" UPDATE_REGISTRY /REBOOT
Properties.rgy

CONNECTIONS “November 22, 2002" UPDATE_REGISTRY Connec-
tions.rgy

The new config.txt would have the format:
SYSTEM “6.0.3 (Built on Feb 20 2002 at 21:06:07)” LOAD_AND_RUN /
REBOQOT install.exe CeNet/3000

PROPERTIES “November 20, 2002" UPDATE_REGISTRY /REBOOT
CeNet/Properties.rgy

CONNECTIONS “November 22, 2002" UPDATE_REGISTRY CeNet/
Connections.rgy
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Creating ezUpdate files

properties.rgy

connections.rgy

This plain-text file contains a full description of the Neoware appli-
ance properties that you would like to be automatically set. This
includes settings such as display, keyboard, screen saver, overall
security, etc. To create the properties.rgy file:

1

Using ezRemote Manager, locate the appliance with the proper-
tiesthat you would like to use as a template.

Select the template appliance in the List View and click the Prop-
erties button in the ezZRemote Manager toolbar, or select Proper-
ties from the Actions menu bar item.

When the Neoware Appliance Properties tabbed dialog appears,
select the template appliance from the list of appliances on the
left-hand side.

Click the Get button.

When ezRemote Manager finishes uploading the appliance’s
properties, the Save As button will become active.

Click the Save As button.
The Save As dialog will open.

Browse to either the FTP directory or atemporary directory and
click the Save button.

In order for ezUpdate to function properly, thisfile must be placed in
the FTP directory to which the DHCP tag 137 specifies.

This plain-text file contains a full description of the Neoware appli-
ance server connection to be automatically set. To create the connec-
tions.rgy file:

1

Using ezRemote Manager, locate the appliance with the connec-
tionsto be used as atemplate.

2 Select the template appliance in the List View and click the Con-
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config.txt

nections button in the ezRemote Manager toolbar, or select Con-
nections from the Actions menu bar item.

When the Neoware Appliance Connection Manager appears,
select the template appliance from the list of appliances on the
left-hand side.

Click the Get button.

When ezRemote Manager finishes uploading the appliance’s con-
nections, the Save As button will become active.

Click the Save As button.
The Save As dialog will open.

Browse to either the FTP directory or atemporary directory and
click the Save button.

For ezUpdate to function properly, thisfile must be placed in the
FTP directory the DHCP tag 137 specifies.

Thisfile describes the software, connection, and property configura-
tion versions available on the FTP server for appliances to down-
load. To create the config.txt file:

1

Select Auto Update from the Actions menu.
The Create Auto Update Configuration dialog will open.
In the Enter Auto Update Directory field, specify the FTP direc-

tory to which DHCP tag 137 points (the URL path asit appearsin
the DHCP tag).

This entry must include the full path on the FTP server specified.
In the Software Version field, specify the name of the folder con-

taining the Neoware Windows CE software. “3000” is the default
name for thisfolder.

In the Properties Registry File field specify both the name of the
properties.rgy file located in the FTP directory (by default, “ prop-
erties.rgy”), and the version in the accompanying Version field.
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If aProperties Registry Fileis specified, ezRemote Manager will
verify that thisfile existsin the Auto Update FTP directory, and
that the associated version field isfilled in when the OK button is
clicked. The specified version is used to determine whether the
thin client’s properties should be updated. By default, the current
dateisfilledin.

In the Connections Registry File dialog, specify both the name of
the connections.rgy file located in the FTP directory (by default,
“connections.rgy”), and the version in the accompanying Version
field.

If a Connections Registry File is specified, ezRemote Manager
will verify that thisfile exists in the Auto Update FTP directory
and that the associated version field isfilled in when the OK but-
tonisclicked. The specified version is used to determine whether
the thin client’s connections should be updated. By default, the
current dateisfilled in.

6 Click the OK button to create the config.txt file.
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Appendix C: ezlUpdate for
NeoLinux Appliances

This appendix explains how to set up ezZUpdate for automatic updates to
your NeoLinux based Neoware thin client appliances software, proper-
ties, and connections.

ezUpdate and Neolinux

Both ezRemote Manager (2.3 and later) and Neoware NeoLinux
Software (2.2 and later) contain enhancements that allow the auto-
matic server update of thin client appliance software, appliance
configuration properties, and appliance server connections. These
enhancements are collectively called “ ezUpdate.”

The use of this feature enables all NeoLinux-based appliances to
automatically download configurations and/or software from a
server (the " ezUpdate server”) when they are powered on for the
first time, or when powered on for the first time in anew location.
Each time the appliance boots thereafter, it checks with the server
to seeif thereisanewer configuration or a software package down-
load.

ezUpdate for NeoL inux can be used with the following models:
» Capio 500 Series
« Eon Preferred 2000 Series
« Eon Preferred 4000 Series
» Eon Professional 4300 Series
« [Eon Prestige NeoLinux Series
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Requirements

Neolinux ezUpdate
server package
installation

The requirements to enable ezUpdate.
« Either an FTP or an NFS server

« TheNeoLinux ezUpdate Server Package from the Neoware Web
site. The NeoLinux ezUpdate Server Package can be found at:
http://ww. neowar e. conf downl oads/

« One or more NeoLinux software update packages downloaded
from ht t p: / / ww. neowar e. conf downl oads/ if full-image software
updates are to be distributed with ezUpdate.

« Property and/or connection template files created with ezRemote
Manager if properties or connections settings are to be distributed
with ezUpdate

» One or more NeoLinux software snap-in packages downl oaded
from ht t p: / / wwv. neowar e. coml downl oads/ Or created by the cus-
tomer if modular software snap-in updates are to be distributed
with ezUpdate.

The NeoLinux ezUpdate server package contains afile tree with a
specific structure and scripts that the ezUpdate client in NeoLinux
appliances needs to use for automatic updates. Download the ezUp-
date server package (a zip file) from Neoware's Web site and extract
thefiles.

Thefile tree must be placed within the directory on the FTP or NFS
server to which ezUpdate will be pointed. This directory will be
referred-to here as the “ ezUpdate directory.”

X C:\Inetpub fpr
Ele  Edi
Bak - & - [ | @search | Chyrolders (fHstory | IS X o | [E-

agdress [ ¢ prooty tor

are'ezupdate\nliprofiles'factory

ools  Help

Falders x | size [ Type [ Modified + |

e
£ Inetpub o | Hinstatot LKE ML Fle 6/14{2002 5:08 PM
(2] AdminScripts
-7 ftproot
£ neaware
B ezupdate
] doc

NeolLinux ezUpdate Server Package
_d‘i”m‘*‘“ﬁﬁmv Installed on Windows FTP Server
4| B >
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Configuring
ezUpdate via DHCP

Manually
configuring
ezUpdate on the
client

A Dynamic Host Configuration Protocol (DHCP) server may be
configured to provide Neoware thin client appliances with the loca-
tion (URL) of the ezUpdate server and files (the ezUpdate direc-
tory). Although ezUpdate can be configured to use any DHCP tag
number, by default ezUpdate is configured to use DHCP tag 137.

The ezUpdate DHCP tag (by default, tag 137) may be set on your
DHCP server to specify the FTP or NFS location (URL) of configu-
ration and/or software update files. If provided by DHCP, NeoLinux
thin client appliances will use the URL to check for updated config-
uration files or updated software files at every bootup.

The syntax of the URL address provided in the ezUpdate DHCP tag
depends on the type and setup of the ezUpdate server you are using.

For password-protected FTP, the URL should be in the following
format:
ftp://lusername:password@host/path_to_ezupdate_directory

For anonymous FTP, the URL should be in the following format:
ftp://host/path_to_ezupdate_directory

If you are using anonymous FTP, and your FTP server resides on the
same machine as your DHCP server, the URL should be in the fol-
lowing format:

ftp://@DHCPSERVER/path_to_ezupdate_directory

For an NFS server, the URL should be in the following format:
nfs://host/path_to_ezupdate_directory

On an NFS server, the ezUpdate directory should be shared for all
users, read-only access.

If DHCPisnot used to provide the path information to the ezUpdate
directory, that information may be entered in the NeoLinux client
setup interface. Even if DHCP is used, the NeoLinux client ezUp-
date configuration may be set to ignore the DHCP setting.

To manually configure ezUpdate on the NeoL inux thin client appli-
ance:
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[ Hetwrork Settings: x| | |
O ezUpdate Settings (%]

etho | _ .
¥ Enahle automatic configuration and software updates

¥ Use DHCR/Bootp ™ Cveride manual settings with DHCP tag ID

P Address: Server access time out IZU Seconds

G e ezlpdate script file Inetconﬂg.nl
Broadcast Address: Appliance profile Ii

Speed: ¥ Specify manual settings
™ Edit Default Values Protocal ftp -
Client Mame:

™ Set DHCP server as ezUpdate server

Default Domain: Sarver |1u_10_30_123
Primary DNS Server: Directory Imegware

Secondary DNS Server:
User name I
Fassword I

Default Gateway:

ezllpdate Settings |

Ok I Cancel |

« From the ezConnect Connection Manager screen, press F2 or
from the Settings menu select Appliance properties | Network.

« Onthe Network Settings dialog, click ezUpdate Settings. The
ezUpdate Settings dialog will appear.

« To enable ezUpdate, click checkbox: Enable automatic configura-
tion and software updates (enabled by default).

« To enable manual configuration of ezUpdate, uncheck Override
manual settings with DHCP tag and check Specify manual settings.

« Theprotocol (NFS or FTP), server address, and ezUpdate direc-
tory may be specified in the fields provided. If a username and
password are required to access the server, they may be provided,
also.

« Click ok and oK again on the Network Settings dialog to restart
the thin client appliance’s networking with the new settings.
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Using ezUpdate to distribute Neolinux software update packages

Software update packages are provided by Neoware as downloads
from the Web site. The download packages that are pushed to the
thin client appliances using ezRemote Manager may also be distrib-
uted from ezUpdate server(s). The following steps should be fol-
lowed to enable ezUpdate distribution of software update packages:

1 Download the appropriate NeoLinux software update package

from nt t p: / / wwv. neowar e. coml downl oads/ .

2 Using the license key provided by Neoware, install the software
update package on the ezRemote Manager server. By default,
NeoL inux software update packagesinstall to

3 Copy al of the software update package files from the installa-
tion directory to the appropriate (see the table below) ezUpdate
directory on your FTP or NFS server.

NeoL inux SoftwareUpdate | ezUpdate Directory (Path)
Package (Flash Disk Size)

8MB nl/software/NL-1
16 MB nl/software/NL-2
32, 48,64 MB nl/software/NL-3

You are now set to have your appliances automatically update their
embedded NeoLinux software.

Using ezUpdate to distribute NeoLinux configurations

Updating
connections and
properties

To automatically update appliances connection and/or properties
you need to begin by creating a profile. Thisisaccomplished by add-
ing anew profile folder directory to the NeoLinux ezUpdate direc-
tory (nl / profil e/ <di rectory>). Thisfolder will contain the
necessary files for automatically updating your appliance connec-
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install.nl

Version file

Configuration files

properties.rgy

tions and properties. Thesefilesinclude: install.nl, version.profile,
connections.rgy, and properties.rgy.

To includeinstall.nl in your profile directory, ssmply copy the
install_profile_image.templatefile (found in the NeoL inux ezUpdate
directory in the templates folder) into your profile directory and
renameit install.nl.

The ezUpdate process uses the version file to determineif a
NeoLinux appliance needs to be updated. The version fileisaplain-
text file that can contain any value.

When an administrator makes a change to the profile configuration
files, changing the value contained within the version file will notify
NeoLinux appliances that an update is required at bootup. The ver-
sion file must be named: “version.profile”

To create the necessary configuration files, first set up atemplate or
source appliance with the connections and/or properties that you
want to copy to your other appliances.

This can be done at the appliance itself, or can be done by shadow-
ing the appliance using ezRemote Manager (see “ezAnywhere Shad-
owing” on page 63). Once you have set up the template appliance,
you need to create the ezUpdate connections.rgy and properties.rgy
files.

Note: Unlessyou use the default “factory” profile, be sure to set the
“Appliance Profile” in the thin client appliance’s ezUpdate dial og.
The Appliance Profile name must exactly match the profile directory
name. For more information on setting the Appliance Profile name,
see “Manually configuring ezUpdate on the client” on page 95.

This plain-text file contains the configuration settings (appliance
properties -- such as time zone, monitor resolution, printer defini-
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connections.rgy

tions, etc.) that you would like to be automatically copy to other
appliances.

1

Using ezRemote Manager, locate the template appliance (the one
you have configured with the properties to be copied to other
appliances).

Select the template source appliance in the list view, and click the
Properties button in the ezZRemote Manager toolbar, or select
Properties from the Actions menu bar item.

When the ezRemote Manager Properties Manager interface
appears, select the template appliance from the list of appliances
on the left-hand side.

Click the Get button.

When ezRemote Manager finishes uploading the appliance’s
properties, the Save As button will become active.

Click the Save As button.
The Save As dialog will open.

Browse to either the FTP or NFS directory or atemporary direc-
tory and click the Save button.

The properties.rgy file created by this process must reside within a
profile directory of the ezUpdate directory.

This plain-text file contains the configuration settings for each server
connection (entry in the ezConnect Connection Manager) that isto
be copied automatically to other appliances.

1

Using ezRemote Manager locate the template appliance with the
connections that are to be copied to other appliances.

Select the template appliance in the list view, and click the Con-
nections button in the ezZRemote Manager toolbar, or select Con-
nections from the Actions menu bar item.

When the ezRemote Manager Connection Manager appears,
select the template appliance from the list of appliances on the
left-hand side.
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Setting the
appliances for
ezUpdate

Click the Get button.

When ezRemote Manager finishes uploading the appliance’s con-
nections, the Save As button will become active.

Click the Save As button.
The Save As dialog will open.

Browseto either the FTP or NFS profile directory or atemporary
directory and click the Save button.

The connections.rgy file that is created by this process must reside
within the profile directory of the ezUpdate directory on the FTP or
NFS server.

Automatically applying an ezUpdate profile to your network appli-
ances requires the appliances to be set to look for the appropriate
profile.

1

Using ezRemote Manager, locate al of the appliances that you
wish to use the ezUpdate profile.

Select these appliancesin thelist view, and click the Snap-Ins
button in the ezZRemote Manager toolbar, or select Snap-Insfrom
the Actions menu bar item.

When the Snap-In Manager appears, click the Command radio
button to activate the Command field.

In the Command field, type
sh -s “<profile name>"

The quotation marks are required whenever the profile name con-
tains a space. Replace <prof i | e nane> with the name given to
the specific NeoLinux ezUpdate profile.

Note: The<profil e name> of this NeoLinux ezUpdate profile
must have the same name as the profile folder added to the
NeoLinux ezUpdate directory on the NFS or FTP server (see
“Updating connections and properties’ on page 97).

Click the Browse button next to the Optional Input field, locate
the file named install_profile.sh and click Open.
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ﬁ C:\Program Files\Neoware\asiapacific_offices.rms - Administrator Mode - ezRemote Manager
Fie Edi Actions View Sellings Help
R ‘ 2| | F| | (meoware czremor mncer
Station fame. 05 Wersion -
NeaLinus 2,
JBINED-BERAES  NeoLinus 2 [}
Type the Command BNEO6E728  Neolinus2 =
to set the prof||e JBIMED-BEDSTT  Neolinus2 Snapin Manager
EANEO-B42828  Neolinux3
name. BikeE NeoLinux 2
\ @ Snapin I [ Browse
Geript | [ Browse
© Comman " Ish- "assembly plant 2
DptionslInput Fle | *Preaiam FllestNeanare\eaRMbinstall_prafie.sh | Bromse
Specify the full /
pathofthe | _— o) D
install_profile.sh
file.
Fieady |Update soitwate session Session 1 complete. [ [NuM A

Note: Theinstall_profile.sh shell script fileislocated in the
directory to which ezRemote Manager was installed. By default,
thisfileislocated in C:/Program Files/Neoware/ezRM/
install_profile.sh.

Click the OK button to set the appliances to request the automatic
profile ezUpdate.

When the Confirm Session Start dialog appears, click Properties
to set the session parameters (see “ Setting Session Parameters’ on
page 69), OK to begin the session immediately, or Cancel.

Note: If you choose to make the session delayed in the Set Ses-
sion Parameters dial og, clicking the OK button will add the
delayed session to the Task View instead of beginning the session
immediately.

You are now set to have your appliances automatically update their
connections and/or properties.
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ezUpdate Advanced Topics

Snap-ins

ezUpdate also can be used to install snap-ins. The snap-in can be set up as
part of an automatic software update, or as part of an automatic profile
update. It can also be installed separately by either method.

Snap-ins generally come with an install.nl script that is used to direct the
thin client appliance’sinstallation of the snap-in files. However, the script
that governs the ezUpdate process does not contain a way to identify and
use the snap-in install.nl. To add snap-ins using ezUpdate, you must cus-
tomize one of the ezUpdate scripts (aserver filewith .nl extension). Adding
theline

netconfig -p <sub_dir>

directs ezUpdate to jump into the <sub_dir> directory and continue install-
ing files that are located there.

For example, suppose you have defined a profile named “web_kiosk” and
you want to install the “ French Netscape” snap-in as part of this profile.
After making sure the files are on the server, you must edit the profile's
install.nl fileto direct it to also install the “ French Netscape.” If this snap-in
is stored in a sub-directory named “fr-ns’ then you must add the following
line to the profile'sinstall.nl:

netconfig -p fr-ns
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ezRemote Manager User Manual

Appendix D: ezlUpdate for
Windows XPe Appliances

This appendix explains how to set up ezUpdate for automatic updates to
your Windows XPe-based Neoware appliance software.

ezUpdate and Windows XPe

Suggested
implementations

ezRemote Manager Rel. 2.4.2 (and later) and Neoware's imple-
mentation of Microsoft Windows XP Embedded (XPe) Rel. 1.2
(and later) contain enhancements that allow for the automatic
server update of appliance software images and appliance software
snap-ins. These enhancements collectively are called “ezUpdate.”

Once enabled, ezUpdate can work with your X Pe-based thin client
appliances to automatically download software from a server (the
“ezUpdate server”) when they areinitially installed and powered
on for thefirst time. In addition, each time the appliance boots, it
checks with the server to seeif thereis a newer version of software
that should be downloaded.

« Easy configuration of brand-new Windows X Pe thin client
appliances (plug-and-work installation) -- by configuring DHCP
to provide ezUpdate information to new X Pe thin clients, instal-
lation can be as simple as plugging in al of the connections.

« Set and use multiple profiles for XPethin client appliances used
in different roles

« Easy roll-out of snap-insto in-place XPe thin client appliances
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Requirements

Easy roll-out of software updates to in-place X Pe thin client
appliances

Combine with Enhanced Write Filter for ultimate lock-down
security of the desktop operating system

Following isalist of requirements to enable ezUpdate for Windows

XPe:

Options .

DHCP tag 137

An FTP server

The Windows X Pe ezUpdate FTP Server Package (download
from the Neoware Web site:
http://ww. neowar e. conf’ downl oads/)

For image updates. Either download and install a Neoware XPe
software update package, or use ezRemote Manager to create one
or more master software images that will be used to update
devices

For snap-ins: Either download and install a Neoware X Pe soft-
ware snap-in package, or create one or more software snap-ins
that will be used to update devices

A DHCP server can provide XPe thin client appliances with the
information about where to look for an ezUpdate server

Profilesfor different XPe thin client appliance configurations can
be created and managed on the FTP server

DHCP tag 137 can be set on your DHCP server to specify the FTP

location (URL) of the ezUpdate files. The URL address will depend
on the type and setup of the ezUpdate server you are using.

For password protected FTP, the URL should bein the following
format:

ftp://lusername:password@hostname_or_ip_address

For anonymous FTR, the URL should be in the following format:

ftp://hostname_or_ip_address
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Note: Do not include any trailing slash (“/") or path information
after the hostname or IP address in the URL . ezUpdate will add path
information to the URL text when attempting to contact the server.

FTP server setup

XPe ezUpdate The X Pe ezUpdate server package contains scripts and a specific

server package directory structure required for automatically updating X Pe appli-
ances. The package is a self-extracting Windows executable file that
requires alicense key for installation.

Although this structure may be unpacked using any Windows oper-
ating system, the target for the packaged directory treeis the root
directory of the FTP server to which the DHCP tag 137 points (or to
which the XPe thin client appliance is manually directed).

Note: The package must beinstalled at the root of the FTP server’s
file system in order to function properly. For example, on a default
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Windows server installation, the package would be installed to
C:\Inetpub\ftproot\.

File Edit Wew Favorites

Taols

etpubftproot'\neoware’ xpe’, 192" factory

Help

|
J = Back = = - | @Search |%Folders @Historv ||E q; s | [~
I

ED 256

£aF

Address ID i Inetpubiftprootineowarelxpel 1923 actary j @Go
Folders X | | Name | Sizel Tvpe | Modified % |
B[] ftproot =] [#]image.dd 188,928 KB DD File 9/20/2003 3:57 PM
B neoware 1 OKE File &/9/2003 10:42 AM
B xpe snapins. bxt OKE TextDoc... 6/9/2003 10:41 4M
=] 128
© 2] factory

: D shared ¢
% il The “factory”
e A Folder is pro- SL?ZILTtIf::heeach .
|3 objectis) {Disk free space: 0,99 G :lljdedoi(:erde(lch Flash disk Size. juter 4
FlOPSF;I disk size Other profiles
on Neoware can be added
S for different
L(::“t::'c:ls'em configurations.

s

The package contains the following directories and files:

Folder / File
\neoware

\xpe

Description

Folder: Top level of Neoware ezUp-
datefilestructure: Thisfolder should
be located in the FTP server’s root
directory.

Folder: Contains ezUpdate folders
associated with Windows X Pe thin
client appliances. Other Neoware-
supported operating system ezUp-
date file systems can be installed at
thislevel.
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Folder / File
\[size]

\factory

\1

Description

Folder: Four folders are located at
thislevel, each one named for the
size in megabytes of the Flash disk
associated with the ezUpdate-man-
aged XPe thin client appliance for
which it isintended. “[siz€]” is
replaced by:

128 For 128 MB Flash disk
devices

192 For 192 MB Flash disk
devices

192FP For 192 MB Eon Pres-
tige XPe flat-panel inte-
grated devices

256 For 256 MB Flash disk
devices

Profile Folder: Thisfolder isthe
factory-default profile container. By
default, XPe thin client appliances
will access the configuration files
located in this folder. Additional
profile folders can be added at the
same level for use by appliancesthat
are specifically configured to use a
different profile.

File: Theversionfile: Only the name
of thefileisimportant. It can be a
zero KB (empty) file.

Tip: Do not use “0” (zero) asthe
version file name, since the client
software utilizes“0" to force an
image update.
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Folder / File
\snapins.txt

\image.dd

\shared

\d_drive

\snapins

Description

File: Thisfile contains the name for
each snap-in you wish to maintain as
part of the profile. If no snap-ins are
to be part of the profile, thisfile
should be empty.

Each snap-in name must occupy a
singlelinein the snapins.itxt file. An
entry: “Citrix ICA Client
v6.31.1051" (without the quotes) in
snapins.txt requires that the snap-in
folder \neoware\xpe\shared\snap-
ins\Citrix |CA Client v6.31.1051
exist on your FTP server.

File: Thisistheimage file that will
be used for the profile when afull
image updateis requested. The
image file can be a standard update
file downloaded from Neoware's
Web site, or a customer-created con-
figuration created with ezRemote
Manager.

Note: The ezUpdate Update Version
in theimage.dd MUST MATCH the
version file name or else the XPe
appliances will reboot and perform
the ezUpdate image update continu-
ously.

Folder: Thisfolder contains shared
resources used by all XPe ezUp-
dates.

Folder: Thisfolder containsthe
scripts used when performing full
image updates.

Folder: Thisfolder is provided for
snap-ins, each in its own directory.
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How XPe ezUpdate functions

Boot time check for \When an ezUpdate-enabled X Pe thin client appliance boots up
updated software  (whether asoft reboot or apower cycle), an ezUpdate service runsin
the appliance. ezUpdate is enabled as the default.

The ezUpdate service runs even if no user islogged in.

If DHCP has provided the X Pe appliance with an ezUpdate FTP
server name in tag 137 (see “DHCP tag 137" on page 104), then
the ezUpdate service uses that server name.

If the X Pe appliance has been configured to ignore tag 137 and
has been configured with a server name using the ezUpdate Con-
trol Panel applet, then the ezUpdate uses that server name.

If no server name is provided, the ezUpdate service exits.

For more information about the ezUpdate Control Panel applet,
see“ezUpdate Control Panel” on page 33 of the User Manual for
Thin Client Appliances with Microsoft Windows XP Embedded
Operating System, Rel. 1.2.

The ezUpdate service uses the following to create a query to the
ezUpdate server:

» The ezUpdate server name (or | P address)

« TheFlash disk size (in megabytes)

« The profile name (by default, “factory”)

« For example, for a256 MB Flash disk device accessing the
ezUpdate server named “EZSERVER” with default ezUpdate

settings in the thin client appliance, the service attemptsto
access ftp://[EZSERVER/neoware/xpe/256/factory/image.dd

If animage.dd fileisfound, then the ezUpdate service attemptsto
access a version file matching its Update Version setting. For the
Update Version setting of “1” (the default), the service attempts
to access ftp://EZSERVER/neoware/xpe/256/factory/1. If the match-
ing version file name is not found, then ezUpdate initiates a soft-
ware update using the image.dd file located in the folder.
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Starting ezUpdate
after the initial
boot-up

If animage.dd fileis not found, or if the matching version file
name is found, then the ezUpdate service accesses the snapins.txt
filelocated in the directory. For example, continuing the example
above, the service downloads ftp://EZSERVER/neoware/xpe/256/
factory/snapins.txt

The ezUpdate service next compares the snap-in names contained
in snapins.txt with names located in the X Pe appliance’s registry
Uninstall information. If no hew or updated snap-ins are found to
be installed, the ezUpdate service exits.

If snap-ins are named in the snapins.txt file that are not found in
the registry, then the ezUpdate service installs the snap-in(s).

When the ezUpdate service determines that the image and snap-
ins are up-to-date, the service turnsitself off to conserve
resources.

The ezUpdate service can be restarted manually in the XPe thin cli-
ent appliance (in the ezUpdate control panel applet) or the unit can
be rebooted.

Simple XPe ezUpdate example

Step 1. Install the
XPe ezUpdate
package

The following example assumes that X Pe thin client appliances will
be managed by the ezUpdate server on a single subnet. All of the
XPe appliances are 192 MB Eon Professional thin client appliances.
In this example, DHCP will not be used. The FTP server hasan IP
address of 10.10.80.10 and has a Windows share named ¢_drive.

Download the XPe ezUpdate FTP Server Package to a Windows
PC or server.

In Windows Explorer, double-click on the server package.

Using the license key provided by e-mail after the download,
install the update package to the FTP server. In this case, install
the package to: 1110.10.80.10\c_drive\inetpub\ftproot
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Step 2. Set up a
“standard” XPe
configuration

Step 3. Save the
“standard” image
to the ezUpdate
server

« After the packageisinstalled, there will be a new folder named
\\10.10.80.10\c_drive\lnetpub\ftproot\neoware

« Configure one of the XPe thin client appliances exactly asyou
wish all othersto be configured.

Neoware ezUpdate =

_'é;_‘_ Meoware Systems, Ine. [C] 2003

Download Path: |ftp:.-".-"1 0.10.80.1 0/neoware/«pe/192/facton/

- ex, fip:/fftp.neoware. com
FTF Server: Iftp..-".-"1 0108010 Fipe remired)

Appliance Profile: Ifactory ex. "factory”, "service", "zales” [don't include quaotes]
- A '0" walue will force a software update at next reboot or if the 'Update’ button
Uitz Yt I21 gets pressed. This value gets compared to a file on the FTP server - any
difference will cause an image update.

V¥ Enable automatic configuration and software updates [ezllpdate]

™ Get Server Path URL from DHCP server tag #): 137 [default iz 137]

Save | Cancel

Test | Update

Wiew Log

« Open the ezUpdate control panel applet (as Administrator) and:

Deselect checkbox: Get Server Path URL from DCHP tag ...

Select checkbox: Enable automatic configuration and software
updates

Enter in FTP Server: ftp://10.10.80.10
Change the Update Version to: 2
Click save

Click cancel to exit

« Log out of the XPe thin client appliance.

« Use ezRemote Manager to copy the “standard” XPe image from

the appliance configured in Step 2, above (see “ XPe/NTe soft-
ware cloning” on page 35).
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Step 4. Update the
Update Version File
name

Step 5. Apply the
initial update

« Copy the cloned image to the FTP server and rename the image:
“image.dd” (\10.10.80.10\c_drive\lnet-
pub\ftproot\neoware\xpe\192\factory\image.dd)

» Renametheversion file nameto: “ 2"

Note: Thisisto match the Update Version set in Step 2, above. If
the version file name does not match the Update Version setting
that is contained in image.dd, then the X Pe appliances will reboot
and run ezUpdate image update continuously. The default Update
Version setting in software update packages distributed by
Neowareis“1”

» Reboot the thin client appliances

XPe ezUpdate Advanced Topics

Profiles for XPe
ezUpdate

Profiles are amechanism for maintaining separate configurations for
otherwise identical Neoware X Pe thin client appliances. You can add
as many profiles asyou like, but should aways leave the \factory
profile intact. Once configured to use a specific profile, at boot-up
the XPe appliance looks to the profile folder for anew imagefile,
and for new or updated snap-ins.

To create anew profile, add afolder at the same level as the appro-
priate \factory folder and name the new folder the name of the pro-
file. For example: A profilefor call-center XPethin client appliances
(256 MB Flash disk models) might be “callcenter.” The full path-
name to the folder would thus be: ftp://servername/neoware/xpe/
256/callcenter

The\callcenter folder should contain these files: 1 (or other update
version file name), snapins.txt, and optionally image.dd. The version
file should be named the same as the Update Version setting in the
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Snap-ins for XPe
ezUpdate

image file, otherwise each X Pe thin client with the “callcenter” pro-
file name will load new software on every reboot.

The snapins.txt fileisaplain text file (empty by default) that is used
to describe the list of snap-insthat are to be installed on each ezUp-
date-managed X Pe thin client appliance. If asnap-inislistedin
snapins.txt but not installed in the ezUpdate-enabled appliance, at
boot-up the ezUpdate service attempts to perform the snap-in instal-
lation from \neoware\xpe\shared\snapins, in afolder with the name
of the not-installed snap-in.

snapins.txt: Snap-in names should appear one per line, exactly the
same as the folder name in the \neoware\xpe\shared\snapins direc-
tory. Commas areillegal charactersin the ezUpdate snap-in names.

Function of snap-insfor XPe ezUpdate

«  When checking to see if any snap-ins need to be installed/
updated, the ezUpdate server’s snapins.txt file is compared to the
XPethin client appliance’s registry containing Uninstall informa-
tion: the DisplayName key.

 If snapins.txt contains new or updated items, ezUpdate will
install the required snap-ins(s).

 If any of the snap-ins requires areboot, the ezUpdate service will
wait until all required snap-ins are installed before rebooting.

 If Enhanced Write Filter is enabled on the thin client appli-
ance(s), the changes will be committed prior to rebooting.

For example, if the snapins.txt file contains a single line of
“RDP52,” and “RDP52" is not found in the X Pe appliance’s Unin-
stall registry keys, then the ezUpdate service will attempt to access
ftp://servername/neoware/xpe/shared/snapins/RDP52 and execute the
snap-in script file install.2do.
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